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A Safety notes

= All voltages introduced into the device must conform to the following
requirements: LPS (Limited Power Source) and SELV (Safety Extra Low
Voltage) according to IEC/EN/UL/CSA 60950-1 or ES1 and PS2 according to
IEC/EN/UL/CSA 62368-1.

=  Always cut off power supply before opening the terminal.

= Only trained technical personnel are authorized to install the terminal and to
open the terminal for maintenance purposes. Unauthorized opening and
inappropriate repair may cause considerable hazards for the user.

= The terminal is not equipped with a disconnecting terminal from mains (switch)
accessible from the outside.

= |f a non-detachable mains connection is used, an easily accessible
disconnecting terminal (e. g. an automatic circuit-breaker with a maximum
rating of 16 A) must be installed.

» |f the attached mains cable is used, the mains connector (power plug) must be
used as a disconnecting terminal. The socket outlet must therefore be
positioned in an easily accessible location.

= |If the integrated power supply unit is out of order, please send the terminal to
the PCS Technical Support.

» The data cable shielding is grounded at the terminal. If a peripheral terminal
operated on a circuit different from that of the terminal is connected, the
shielding of the data cables at the peripheral/remote terminal (or computer)
must be insulated from the protective conductor.

= Do not connect or disconnect cables during a thunderstorm.

= In all cases of emergency (damage to mains cable or equipment, liquids or
foreign substances leaking in, etc.): De-energize the terminal immediately by
pulling the power plug or opening the disconnecting terminal. Contact the PCS
Technical Support.

= CAUTION! Danger of explosion, if the battery is incorrectly replaced. Only
replace batteries with same or equivalent type recommended by PCS, see
Terminal Installation Guide.

» Please dispose of used batteries in an environmentally oriented fashion.

= The I/O board is an electrostatic-sensitive device. Do not handle the board but
at an electrostatic-free workstation.

= Only qualified PCS personnel is allowed to modify the hard- or software of the
device.
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A\

Indications de sécurité importantes

Toutes les tensions dans I'appareil doivent étre conformes a des exigences
suivantes: LPS (Limited Power Source) et SELV (Safety Extra Low Voltage) en
conformité avec IEC/EN/UL/CSA 60950-1 ou ES1 et PS2 en conformité avec
IEC/EN/UL/CSA 62368-1.

Débranchez I'INTUS appareil de I'alimentation électrique avant de l'ouvrir.

L'INTUS appareil ne doit étre installé que par du personnel spécialisé et formé
et n'étre ouvert qu'a des fins de maintenance. En cas d'ouverture non
autorisée et de réparations inappropriées, l'utilisateur s'expose a des risques
importants.

L'INTUS appareil n'est pas équipé d'un dispositif de séparation d'alimentation
électrique (interrupteur) accessible de I'extérieur. Débrancher le céble
d'alimentation.

Connecter I'INTUS apparail a une prise secteur mise a la terre.

Si le fusible sur le bloc d'alimentation électrique est détruite, celle-ci ne doit
pas étre changée car elle ne peut étre détruite que par un défaut apparail
sérieux. Il faut dans ce cas envoyer l'appareil en réparation.

Comme la protection du cable de données sur I'INTUS appareil est reliée a la
terre, lors du branchement d'un périphérique qui est alimenté par un autre
circuit électrique que celui de I'INTUS appareil, la protection du céble de
données sur l'appareil final/le périphérique (ou ordinateur) doit étre séparée de
la terre.

Pendant un orage, les cables de données ne doivent étre ni débranchés ni
branchés.

En cas d'urgence (par ex., cable de données ou boitier endommagés, intrusion
de liquides ou de corps étrangers), retirez immédiatement la prise. Contactez
PCS Technical Support.

ATTENTION! Risque d'explosion en cas de remplacement inapproprié de la
batterie.

Remplacement de la batterie uniqguement par le méme type ou par un type
conseillé par PCS.

Les batteries utilisés doivent étre éliminés en respectant I'environnement.

Les dispositifs électroniques contiennent des piéces ESD a risque. Prenez des
mesures adéquates pour la protection des pieces.

Les interventions au niveau du matériel et du logiciel de I'INTUS appareil qui ne
sont pas décrites dans ce manuel ne doivent étre exécutées que par PCS Service
Center.

G5000-001.13
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1 About this manual

This manual covers commissioning, definition and modification of terminal
configuration, monitoring of operation, as well as error diagnostics. This manual
refers to the following device types:

= INTUS 5205-SNT / INTUS 5205-PoE

= INTUS 5200-24V / INTUS 5200-PoE

=  INTUS 5320-24V / INTUS 5320-NT / INTUS 5320-PoE
= INTUS 5500-24V / INTUS 5500-NT / INTUS 5500-PoE
= INTUS 5540-24V / INTUS 5540-NT / INTUS 5540-PoE
= INTUS 5600-24V / INTUS 5600-NT / INTUS 5600-PoE
= INTUS ACM80e Rack / INTUS ACM80e Wall

= INTUS ACM40e

= INTUS 3150/3155

Important NOTE

This manual is valid for the software version VV1.13.00.
The following download link to the PCS site

https://download.pcs.com/irc_offers download of the current software version of
INTUS RemoteConf, please see chapter 4.6.

1.1 Symbols used in the manual

This warning symbol indicates hazards to your health and life as
A well as hazards that may cause damage to the terminal or system.
You should always read and follow the text next to the symbol.

i This symbol points to information that may facilitate your handling
of the product and should be noted.
T This symbol points to operational instructions.

G5000-001.13 Page 9 of 109
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1.2 PCS service tools and manuals

The following web page offers free
download of PCS service tools for
installation and maintenance, as well
as the respective manuals:
https://download.pcs.com/service-
tools/

1.3 Additional manuals

» For each terminal and INTUS ACM, there is a manual for installation &
maintenance of the device. It provides the information the installer or
electrician needs for mounting and installing the devices.

= INTUS Local Setup (order No. G5000-003) — for
INTUS 3100/3150/34x0/5300/5320/5500/ACM40/ACM40e/80e*
(*firmware 1.6 and higher) and setup via touchscreen for INTUS
5200/5205/5600.

= INTUS TCL Programmer’s Manual (order No. G3000-004). This manual
describes the TCL programming language. TCL can be used for customized
programming of the device.

G5000-001.13 Page 10 of 109
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2 Characteristics

2.1 Necessary information on the device
To configure a device, the following information is absolutely required:
= Configuration of the network

= Configuration of the readers — if the connected readers are not configured by
higher-level software.

= Other TCL parameters — if the TCL parameters are not set by higher-level
software.

Setting operating parameters

For putting the device into operation, operating parameters must be set in a way
that connection to the host computer and to the remote readers is established.

This manual describes how to set the parameters using a PC and the software
-INTUS RemoteConf“.

Possibly, your software partner will handle this task.

Setting of operation parameters depends on the software in use.

G5000-001.13 Page 11 of 109
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INTUS 5200 & INTUS 5205

Interfaces INTUS 5200 INTUS 5205
Ethernet 10/100BASE-T / WiFi /0 .
Integrated RFID reader . .
Barcode scanner 0
Interface module
2 x DI, digital input (opto-decoupled)
1 x door control DO, switching relay O
1x external reader (RS485 interface)
Control elements and display
3,5” projective capacitive touch screen ¢ .
3,5” TFT colour display, resolution 320 x

. .
240
Status display blue . .
Membrane keypad with numeric block & 2 0
function keys
User interface predefined predefined
Action with INTUS RemoteConf
Load private customer logo . .
Load screen masks*
Load audio file 0
Load keyboard file
Performance features

+1 MB
Memory 02 MB +0.5 MB
Degree of protection IP30 / o/ 0 of
up to IP64 with sealing kit
Buzzer / speaker / heating */0/0 o/ -/ --
Tamper contact, lock . .

Power Supply INTUS 5205 / 5200

INTUS 5200-24 V

12-24V + 20 % - 15 % DC; external power supply unit, SELV, L.P.S, ES1, PS2

INTUS 5205-SNT

Factory connected cable with plug-in power supply (230VAC)

INTUS 5200-PoE /5205-PoE: Power over Ethernet, IEEE 802.3af class2

+ Standard; ¢ Option

* loading of screen masks is possible optionally, if mask access was purchased

G5000-001.13
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2.3 INTUS 5320-24V/-NT/PoE

Interfaces
Ethernet 10/100BaseT; RJ45 socket / WiFi ¢/ 0

Integrated reader
RFID reader Mifare or Legic or Hitag

DI/ DO interfaces
2 x DI, digital input opto decoupled .
2 x DO, digital output (relay)

Slot for one LBus module with 4 readers via LBusl O
Control elements and display
240 x 64 pixels LC display, black/white with LED

backlight ¢
Memb_rane keyboard, 5 function keys + 2 scroll keys + o/ 0
numeric keypad (10)
MagicEye (blue, red, green), 2 LEDs (red, green) ¢
Performance features and mechanics
Memory 2 MB / 6 MB /0
Master records / bookings with 2 MB about 13 000 / 26 000
Master records / bookings with 6 MB about 40 000 / 80 000
Degree of protection IP30, with sealing option up to IP65 /0
Buzzer / heating ¢/ 0
Tamper contact and lock .

¢ Standard; ¢ Option

| INTUS 5320-24V | INTUS 5320-NT | INTUS 5320-PoE

Power External power supply | Integrated power Power over

supply | unit 24 V: SELV,
L.P.S, ES1, PS2

Ethernet, IEEE
802.3af class3

supply unit 115 ...
230V AC

G5000-001.13 Page 13 of 109
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2.4 INTUS 5500 /5540 & INTUS 5600

Interfaces 5500 5540 | 5600
Ethernet 10/100BASE-T / WiFi /0 /0 /0
Integrated RFID reader Mifare, Legic, Hitag 0 0 0
Interface module

2 x DI, digital input (opto decoupled) 0 0 0
2 x DO, digital output (relay)

Two slots each for one LBus module, to 0 0 0
connect up to 8 readers via LBusl or LBus2

USB socket for PCS Barcode reader O 0 O
Control elements and display

5,7 TFT VGA colour display, 640 x 480 pixels | --- ¢
4,3” TFT colour display, 480 x 272 pixels .
Display 24 0x 64 pixels, black/white ¢
Projective capacitive touch screen, with

customizable keyboard layout ¢
Membrane keyboard (numeric block) with 5

programmable function keys ¢ ¢
MagicEye blue/red/green, 2 LEDs red/green . . .
Action with INTUS RemoteConf

Load screen masks and customer logo .
Load audio file . . .
Load keyboard file .
Performance features and mechanics 5500 / 5540 & 5600
Memory 2 MB / 6 MB /0

Master sets / bookings with 2 MB ca. 13 000/ 26 000
Master sets / bookings with 6 MB ca. 40 000 / 80 000
IP30 / up to IP 64 with sealing kit ¢/ 0

Buzzer / speaker / heating */0/0

Tamper contact, lock and locking .

Power Supply INTUS 5500 / 5540 & 5600

INTUS 5500-24V / INTUS 5540-24V / INTUS 5600-24V

24V = 20% DC, external power supply unit, SELV, L.P.S, ES1, PS2
INTUS 5500-NT / INTUS 5540-NT / INTUS 5600-NT

Integrated power supply unit 115...230 V AC, factory attached power
cable

INTUS 5500-PoE/ INTUS 5540-PoE / 5600-PoE
Power over Ethernet, IEEE 802.3af class3

¢ Standard; ¢ Option
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2.5 INTUS ACMS80e Rack / INTUS ACM80e Wall

Interfaces for door control

4/ 8 /16 access readers, Point-to-Point or MultiPoint /010
LBus2 module (option) to connect up to 8 access readers, MultiPoint 0
16 x digital input (DI) opto-decoupled, dedicated to the reader .

16 x digital output (DO) changeover relay 5 A, dedicated to the reader | ¢
Interfaces for alarm system, emergency call, general tasks
4 x digital input (DI) opto-decoupled .
4 x digital output (DO) changeover relay 5 A,

DO4 relay is switchable to bistable changeover relay 2 V ¢
Host interface

Ethernet 10/100BASE-T .
Performance features and mechanics

Memory 2 MB /6 MB /10 MB /019
Headcount * / bookings with 2 MB:  35.000/32.000

Headcount * / bookings with 6 MB: 109.000/101.000

Headcount * / bookings with 10 MB: 190.000**/170.000

Tamper contact / Buzzer

CPU ARM9 G45 / 400 MHz

Integrated power supply

Access readers voltage supply .
12 V DC (default) / 24 V DC selectable; regulated

Door strike (DO) or system, alarm (DO) - voltage supply

12 V DC (default) / 24 V DC selectable; regulated ¢
Power supply

Integrated 230 V AC toroidal transformer, switchable to 115V AC .

Safety concept

Increased failure protection of the device: If a component fails or is damaged, only
this component will be affected. This is achieved by

Point-to-Point connections to the readers, power supply via the device

2x digital inputs/ outputs provided per reader connection

¢ Standard; ¢ Option

* The headcount is given for access control. For time recording it is reduced by
about 50%.

**\When using TPI for access control, the number of employees is limited to
99999th.
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INTUS ACM40e

Interfaces
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Reader

4 access readers max (2 standard + 2 optional),
LBus interfaces for Point-to-Point connection

Door control

8 x DI (opto-decoupled), 4 x DO (switching relays)
dedicated to the readers are destined for door control

only

System application
alarms, burglar alarm
systems

4 x DI (opto-decoupled) , 2 x DO (switching relays), 1

x bistable DO (flip-flop)

Host interface

Ethernet 10/100 BaseT via RJ45 socket

Integrated voltage supply

Reader

Reader supply voltage

12 V DC (default) / 24 V DC switchable; regulated

Door opener

Door opener (DO) or system, alarm (DO) supply

voltage

12 V DC (default) / 24 V DC switchable; regulated

Emergency power

supply
INTUS ACM40e-Akku

4 h buffer time or 2.500 operations

Performance feature

Memory

Power supply

\ 2 MB (default) / 6 MB (option) / 10 MB (option)

INTUS INTUS INTUS
ACM40e-NT | ACM4Oe-Akku | ACMA4Oe-24 INTUS ACM40e-PoE
Integrated External power
meraed,nsz30v | wpyunk |
industrial power industrial power 12V DC or Power supply via
supply unit supply unit with | 24V DC Ethernet (Ultra PoE)
accumulator (SELV, L.P.S,,
buffering ES1, PS2)

G5000-001.13
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e

Safety concept

There is a number of methods to secure the configuration of the terminal and its
communication with host and readers.

Authorization level: There are three different authorization levels accessible by
passwords

Ql\;/tek;orization Password (default setting)

1 111111 Password of level 1

2 14789632 Password of level 1 + 2

3 14589632 Password of level 1 + 2 + 3
Firewall

You are able to grant access rights for individual network users or network groups
INTUS RemoteConf —Configuration>Firewall
Maintenance group

Allows you to assign the device to a specific maintenance group. If the maintenance
group is not known, access via PCS Tools is not possible.

INTUS RemoteConf —Configuration>Login

Host interface password

Allows you to enable passwords for accessing the TCL interpreter;
INTUS RemoteConf —Configuration>Channel A

Host interface encryption

Allows you to encrypt communication with the TCL interpreter;
INTUS RemoteConf —Configuration>Channel A

Make a note of any change in the maintenance group, new passwords and
passphrase (encryption text).

Tables for this purpose are provided in Chapter 24.

If you loose access authorization settings or if you have additional questions, please
call us.

Please have the serial number of the terminal ready.
PCS Support: +49 89 68004 - 666

E-mail: support@pcs.com
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e

o

4.1.1

Introduction to INTUS RemoteConf

To configure the operating parameters of the terminal via a PC, please use the
software ,INTUS RemoteConf*.

There are two ways of configuration via PC:

= PC and device are located in the same network segment

= PC and device are connected directly to each other

- PC with IP address!

Figure 4-1: Connection terminal/PC

Before you start INTUS RemoteConf:

Please make sure that the PC is equipped with an IP address. You can check
PC settings by prompting “ipconfig”.

WiFi as host interface

Please note the special network settings used if WiFi is set as host interface
(chapter Fehler! Verweisquelle konnte nicht gefunden werden.).

Installing INTUS RemoteConf on a PC

To use INTUS RemoteConf, the software Java has to be installed on the PC in any
case (see chapter 4.1). Since INTUS RemoteConf V1.04.01, INTUS RemoteConf is
offered for download as a package including Windows Installer and optional internal
Java runtime environment.

Installation on PCs with Microsoft Windows operating system

For this method, the package "INTUS_RemoteConf-x.xx.xx-Windowslnstaller.zip" is
made available on the download page https://download.pcs.com/irc/.

Extract the .zip file and start "INTUS RemoteConf-1.04.01 Installer.exe". During
installation, you have the option to install the enclosed private free runtime
environment on the basis of OpenJDK together with INTUS RemoteConf.

If you do not choose this option, you need to install your own Java runtime
environment on the PC (Version 8 or higher), in order to be able to start INTUS
RemoteConf.

After installation, INTUS RemoteConf can be started via the Windows Start menu.
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4.1.2 Installation of INTUS RemoteConf with other operating systems

For this method, the package "INTUS_RemoteConf-x.xx.xx-JarOnly.zip" is made
available under https://download.pcs.com/irc/. This package only contains the Java
program "INTUSRemoteConf.jar", without installer or private Java runtime
environment.

IP * You need to install your own Java runtime environment (RJE) on your PC to be
able to start INTUS RemoteConf.

» The Java runtime environment should be Version 8 or higher.
= Start INTUS RemoteConf by executing "INTUSRemoteConf.jar".
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4.2 INTUS RemoteConf buttons

\éc EEEED)
|

—

I Ferminal | XA X
V \

Change Load a terminal Remove
language list into the terminal list
Help RemoteConf
Info or save the terminal

list on the host

Display list Add a terminal
of terminals  to the list
via host name
or IP address

INTUS RemoteConf provides the following options:

Configuration/
operating state
of the terminal

Load a TCL
program
into the terminal

N N B s b YA P

Configu- LBus Reset Firmware Load Load Remove
ration Actions Update Mask Keyboard Audio Logo Air Setup
'S 4 4 s
Configuratioh i Terminal
Configure  Set reader Update the Upload Setan IPv4 Remove a
IP & LBus, actions firmware a logo to be address to  terminal from
setting a displayed aterminal  the list
firewall (top right) on the network
Restart, Upload screen mask, Service actions
clear audio keyboard Hle, for connected
mask or logo audio file INTUS Flex AIR
Gateways

Figure 4-2: INTUS RemoteConf buttons
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4.3 Add the terminal to the terminal list

Display the terminal in the
T or terminal list by ,,Search all* or
,,Add® the IP address or host name.

All accessible terminals are displayed

Display: Location

=1 |4 INTUS devices

=} INTUS 5600 Terminals highlighted in green are
[ office ] accessible for configuration.
-~ [ officell Terminal highlighted in blue are not
[ officein ] accessible for configuration.

Making the terminals highlighted in blue accessible

e

A terminal is highlighted in blue if

= |Pv6 is not available on PC or terminal. IPv4 is used in this case.

= DHCP is enabled, but a DHCP server does not exist in the sub network

» the IPv4 address of the terminal does not comply with the PC sub network.

In these cases. the button IP Setup is enabled.

The terminal is highlighted in blue,
it has to be assigned an address

|]| To display the terminal in the terminal list, please set:

Ao | Maintenance group, ,,0" - default setting.

oo IP address, select a free IP address from

IPv4 address T | the same subnet of the PC IP address
IPv4 network mask Net mask, as set at the PC

Gateway, set 0.0.0.0, to delete all the
[ ok |[ cancel entries stored on the terminal
Figure 4-3: IP configuration

IPv4 gateway

For future use of the terminal without DHCP, your network administrator can provide
you with the IP address, the net mask, and the gateway address.

e
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4.4 Rearranging the terminal list

Display: |Location . You can rearrange the terminal list.

Serial number

Figure 4-4: Rearranging the terminal list

45 PC Firewall

In case the PC firewall configuration blocks access of INTUS RemoteConf to the
network, proceed as follows:

1 Click on the button “allow access”.

2 Repeat the search for terminals in the network by clicking on the button “Search
all”.

4.6 Info button

QT

N

- Sprache wechseln

o -

A
o About INTUS RemoteConf <l\:| L;nk to a download page
License terms

English or German

Figure 4-5: Info button
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4.7

Simultaneous execution of actions on several terminals

Many actions in INTUS RemoteConf can be executed at several terminals
simultaneously. Some of the functions in INTUS RemoteConf, however, are only
possible if one single terminal was selected. In these cases, the buttons are greyed
out if several terminals are selected.

The following table offers an overview:

Button Actions possible at several terminals
Login yes

Logout yes

Load TCL no

Status Page no

Inventory This function isn’t available yet. The button is inactive.
Configuration no

LBus Actions yes

Reset yes

Firmware Update | yes

Load Mask yes

Load Keyboard yes

Load Audio yes

Load Logo yes

Flex Air no

IP Setup no

Remove yes

Please note: If a button is greyed out in INTUS RemoteConf anyway, it means that
at least one of the selected terminals doesn’t support the respective function.

G5000-001.13
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Introduction to the terminal configuration

ipwa D)
| ust | Terminal
L ?) a0 ] Step 1
Search Load Display the terminal list or
L add the terminal to the list
W /' List
or

P }0 £
[?l Terminal

Step 2
}) Go to the "Terminal" tab

Search
all List
List
=13 INTUS devices
&P INTUS 5200 Step 3 _
[ Jintus-15500016 Select one or several terminals
[ Jrtus-15500017 from the list

Step 4
Login via Password

\/0 rPeEry
List Termmal

Authorization level @ I
Maintenance group iO

password (111111

g Authorizationlevel ()1 @ Z
Display: L + o 2
=3 INTUS devices
&P INTUS 5200
| Jintus-15360189
8 Jintus-15500016

Maintenance group |0
Password 14789632

4| Authorizationlevel 1 ()2 @5

Maintenance group ‘0

14589632

Password

Step 5

Select an action
Y PR @ ¥ H & 56
Configu- LBus Reset  Firmware Load Load Load
ration Security Update Mask Keyboard Audio

Configuration |

Figure 5-1: Introduction to the terminal configuration

G5000-001.13
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6 Login —log into the terminal

6.1 Authorization level

For security reasons, there are three different authorization levels accessible using

passwords.
f;/ter;onzatlon Password (default setting)
1 111111 Password of level 1
2 14789632 Password of level 1 + 2
3 14589632 Password of level 1 +2 + 3

° You can change the passwords of the authorization levels via

“Configuration>Login”.

6.2 Procedure

T Display: Serialnumber .

|5 [@ INTUS devices

- &P INTUS 5600
& You have to select one or

12070046 ) .
= 13370942 several terminals from the list first.
| Ji3491160 Example:
Il e INTUS RemoteConf logs into 5 terminals

| 14201510

with the same authorization level.

Authorization level @fi ()2 Select the authorization level.
Maintenance group |0 Maintenance: “0", default setting

e " Enter the password, here
togn | | authorization level 1: 111111.

Figure 6-1: Login

i » The authorization level is displayed in a green label after login.

»= Login remains until you select Logout or a system reboot is started.

= A time-limited lockout will occurr for too many failed authentication attempts
during login and when using IP Setup.
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7 Configuration

7.1 Overview

The configuration is released for the selected terminal after Login.

y

Configu-

ration

I 1
Channel & | Channel B| Channel C | IP configuration I Firewall | Internal Reader] LBus] TCL parameter | Hardware ] Login | Time
L 4 n |

A \ f T A T A T T A T

Level 2/3 Level 2/3

Serial protocol Configure Configure Configure  Display UTC
is usually the network the internal parameter  Buzzer Clock
not required connection reader for TCL- change
Interpreter
Configure host Level 2/3 Level 2/3 Change
communication Configure Configure the password
protocol TCP the Firewall external reader Level 3
Level 2/3 Level 3 set the
Host interface Encrypt maintenance
login password communication group
Level 3 INTUS device — reader
Encrypt the

host interface

Figure 7-1: Configuration overview

Depending on terminal and interfaces, some items may not be available.

| 1)

7.2 Save configuration to afile

There is the possiblity of saving parts of the configuration to a file for loading it
lateron. This way you can easily reuse the configuration for this terminal or for other
terminals.

Currently, the configuration parts you can select for saving are "Internal reader ",
"LBus", and "TCL parameters". When loading the saved data lateron, you can
select which parts of the configuration you want to load/use.

For security reasons, the keys for LBus encryption are not saved to those files.
They have to be assigned manually each time.

| 1)
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IP 1 Click on the button ,Save as file“, to save parts of the configuration:

= ﬁ Sawve as file ﬁ? < Load from file

2 Select the data you whish to save and choose the folder you want to save the
file to:

Load from file @

Select the data to be loaded:
Internal Reader

LBus

TCL parameters

i MNext |[ Cancel ]

3 Forloading saved configurations, click on the button ,Load from file* (see
above) and select the data to be loaded:

Load from file @

Select the data to be loaded:
Internal Reader

LBus

TCL parameters

[ MNext | [ Cancel

4 Afterwards, send the configuration to the terminal, as described in the next
chapter.

7.3 Finalizing the configuration

‘!1 Discard changes
A A

Accept settings and send Cancel
them to the terminal, the new
settings are effective immediately.

|
T " Send configuration

Figure 7-2: Finalizing the configuration
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8  The network connection (IP)
Channel A | Channel 8 | Channel C TP configuration | Firewall | Internal Reader | LBus | TCL parameter

o \5 tTerminal 17110023 'y racteristics B
Contact: Ansprechpartner of the terminal

IP options

Default setting
DHCP hostname: ['ntus-17110029 intus-<serial number> I
Host interface: {L‘E If used, select WiFi
DNS server 1: [::

If used, indicate DNS server ————

DNS server 2: [::

Enabled — Default setting
IPv4 address: 1192.168 . 42 . 127 | IPv4 - ,DHCP*
The terminal obtains the IPv4
IPvanetworkmask:  |255.255.255. 0 | address dynamically from
the DHCP Server.
IPv4 gateway: b .00 g

Enabled Default setting

IPv6 - RADV
Mode: The terminal generates
bl 2001 an IPv6 address.

In conjunction with I[Pv4
IPv6 gateway: [/] Gateway from RADV . DHCP*, further settings are

[” not required.

If necessary enable IEEE802.1X.

Eth-Link: {mg Negotiation ,] Default setting
IEEE 802.1X: Enabled Select IEEE02.1X if required

For information about settings
for WiFi please see next chapter.

IEEE 802.1X /| WPA2-Enterprise

Figure 8-1:The network connection (IP)

@ Do not disable IPv6 without cause. IPv6 eases communication with the terminal.
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| 1)

IP options

DHCP host name

When the DHCP server is configuring the terminal IP, the terminal transmits the
DHCP “host name” (option) to the DHCP server. The host name may consist of up
to 18 alphanumeric characters or hyphens.

Please note that the host name has to start with an alphabetic character and must
not finish with a hyphen.

By default, the host name is “intus-<serial number>".

DNS server

A DNS server is only required if the HTTPS client setting is used under ,Host
Communication® (see chapter 9).

Generally, the DNS servers are communicated to the terminal via DHCP or RDNSS.
In addition, up to 2 fixed DNS servers (IPv4 or IPv6 address) can be indicated.

IPv4 / IPv6 address of the terminal

If the terminal is operated with a fixed address, please ask your network
administrator for the IP address to be set.

IPv4 net mask

The subnet mask of the local network the terminal is installed on. The default value
is 255.255.255.000.

It can be used for most networks. Ask your network administrator for the subnet
mask that is to be set.

IPv6 obtains address dynamically
Set the dynamic address:

= RADV (default: Router advertisement) - an IPv6 address is generated
automatically by the terminal itself according to the specifications of the local
router.

= DHCP - the IPv6 address is obtained by the stateful DHCP.

IPv4 / IPv6 Gateway
IP address of the router:

Always set this address when host and terminal are in different logical subnets. Ask
your network administrator for the IP address to be set.

IPv6 Prefix length
Prefix length (1-128 bits) for the local area network.

Normally, 64 bits is set.
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o

8.1

Ethernet

Eth-Link — transfer rate
This parameter configures the transfer rate of the Ethernet link.

Auto-negotiation or a fixed transfer rate 10BASE-T or 100BASE-TX, each with half
duplex or full duplex, are available. Auto-negotiation is the default setting.

The setting must be identical on the opposite side, otherwise communication
problems may occur!

IEEE 802.1X
Authentication of the terminal in the Ethernet network.

For configuration, please see chapter 8.2.

WiFi

Valid for the terminals INTUS 5200 & INTUS 5320 & INTUS 5500/ 5540 & INTUS
5600

Your network administrator will provide you with the required information about
WiFi.

DHCF hostname: intus-52PROTOS
. . o
Host interface: WiFi Select WiEi
The country code setting sets the frequency
range in which the network is operating
Regulatory domain: Germany s
SSID: tESt_'.-‘-.'|E|I‘| Name Of the WlFl
BSSID: Definite address of the WiFi
Security: WPAZ-PSK e

For information on this contact your

Wireless password (PSK): sssssses
network administrator

[ ] show key

(Jkeep (@) change

Figure 8-2: WiFi

* This information is absolutely necessary. The SSID needs to be configured as
visible in the WiFi settings of the Access Points.

** This information is absolutely necessary for WPA2-PSK.

G5000-001.13 Page 30 of 109



INTUS RemoteConf Configuration and Operation ©2024 PCS Systemtechnik GmbH

8.2

WiFi as host interface

If WiFi is available and WiFi is enabled as host interface, the Ethernet interface
serves as a service interface.

The service interface has the following fixed network settings:

= |Pv6 is enabled with Link-Local-address
= |Pv4 address 192.168.42.127
= |Pv4 network mask 255.255.255.0

If the WiFi interface is in this network, the Ethernet interface has the IPv4 address
10.10.42.127.

When using the service interface, actions of INTUS RemoteConf are restricted to:

= Changing the configuration

= Opening the status page

IEEE 802.1X/WPAZ2-Enterprise
802.1x / WPA2-Enterprise muss must be configured if

=  WIiFi Security type WPA2 Enterprise is selected, or
= Ethernet 802.1x is enabled

Authentication/Inner authentication
S EUS = 1is described below.

A certificate (not .o The following requiren‘wn‘[s are set
re for the certificates:
Inner authentication: i * The file contains X.509 certificates only
r name: (no key)
Password ot * Number of certificates:
CA certificate: 1to 5
..  Client certificate: exactly 1
* PEM or DER coding
_* valid Common Name

Private ke {not cc
Private key
" is described below.

Private key password {not connigurea)

how password

keep delete change

Figure 8-3: IEEE 802.1X/WPA2-Enterprise
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Authentication / inner authentication

The following methods are supported:

EAP-MD5 (Ethernet 802.1x only)
EAP-TLS

EAP-PEAPVO/MD5
EAP-PEAPVO/MSCHAPV2
EAP-TTLS/EAP-MD5
EAP-TTLS/EAP-MSCHAPv2
EAP-TTLS/PAP
EAP-TTLS/CHAP
EAP-TTLS/MSCHAP
EAP-TTLS/MSCHAPV2

Private key

The file contains exactly one private key
PEM or DER coding

With this information, your system administrator should be able to configure the
WiFi.

e

8.3 Mobile communication

It is possible to reset all settings, security-related information, and passwords via
Reset, please see chapter 17.

If ,Mobile communication® is used as host interface, the respective settings need to
be entered here. The settings depend on your mobile communication provider.

2

APM:

User name:

Password:

PIM: (configured)

show PIN

@ keep () change

Figure 8-4: Mobile

G5000-001.13

APN and PIN need to be entered.

User name / password depend on your network provider.
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Mobile communication as host interface

If Mobile communication is available and Mobile communication is enabled as host
interface, the Ethernet interface serves as a service interface.

The service interface has the following fixed network settings:

= |Pv6 is enabled with Link-Local-address
= |Pv4 address 192.168.42.127
= |Pv4 network mask 255.255.255.0

If the intern Mobil communication-modeme-interface is in this network, the Ethernet
interface has the IPv4 address 10.10.42.127.

When using the service interface, actions of INTUS RemoteConf are restricted to:

= Changing the configuration

= Opening the status page
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9 Channel A — host communication
Channel A | Channel B I Channel C I IF mnﬁguraﬁunl Firewalll Internal Readerl LBus I TCL pa

Communication protocol

Mot configured (@ TCP (T HTTPS Client ) BSC () TTY
Default setting

Connection establishment: Default setting Port;
IPv4/IPvE address; | = |

Security settings
Encryption: @ Disabled () TCL Default setting

Generate key

Login: (@ Disabled () MonOUT Default setting

Password for simple access; | |

[ ] Show password

Password for administrative access: | |

[ ] Show password

Transmission record structure: Routing bytes; I:I

Record number character for login messages: EI

Figure 9-1: Channel A — host communication
Communication protocol: TCP

A serial protocol (BSC or TTY) is usually not required. All settings are described in
chapter 21.

e

9.1 TCP settings

Connection establishment
Defines the type of connection establishment (client/server):

Passive

Default setting, the terminal (server) opens a TCP port with the defined port number
and waits for connection requests from the host (client).

If a connection has been set up and no data transfer has taken place for 1 minute,
the terminal sends a “Keepalive” packet to find out whether the connection still
exists. This way, an irregular connection breakdown is quickly detected, and rapid
switchover from online mode to offline mode is possible.
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Passive/RAS

This setting is suitable for TCP/IP connections via ISDN dial-up lines which are
automatically released when there is no data traffic while the logical TCP/IP
connection is maintained. Like the passive setting above, the passive/RAS value
sets the terminal into passive server mode.

However, the intervals between “Keepalive” packets is increased from one minute
to two hours in order to reduce communication costs.

Active

If the terminal is operated in active connection establishment mode, the host
(server) must open a TCP port with the defined port number, and wait for
connection requests from the terminal (client). The terminal periodically repeats its
connection requests until a connection can be set up. This method is more secure
because connection can only be set up to a host. “Keepalive” packets are sent the
same way as in case of the passive setting.

“Keepalive on Demand”: If a connection request for the TCL port arrives at a
terminal operated in passive server mode although a connection still exists, the
request is rejected.

Subsequently, the terminal attempts to find out with a “Keepalive” packet whether
there is in fact a connection or whether an irregular connection breakdown
occurred.

If a connection no longer exists, the TCP/IP protocol stack of the host will respond
to these “Keepalive” packets with a TCP Reset packet and immediately release the
connection this way.

If there is no such response from the host, it will take a maximum of 6 minutes
before the terminal detects the connection as broken down and allows another
connection.

In case of an irregular connection breakdown, the host will in any case receive a
rejection (ECONNREFUSED or ECONNABORT) in response to at least one
connection request (connect), before the connection can be set up. The
implementation on the host must consider this fact and allow a number of
connection setup attempts.

Port

The port number for the terminal connection to the host. The port number is
represented by a decimal value.

By default, the port number is set to 3001. Normally, the port number should not be
changed. Port number 22, 80 und 3123 are not available.

IPv4 / IPv6 address

The address of the host is only required if connection establishment is set to active.
Otherwise, the default value should not be changed.
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Default:
IPv4 - 000.000.000.000 or
IPv6 - :: stands for 0000:0000:0000:0000:0000:0000:0000:0000

An IPv4 address can be displayed in IPv6 format, for example

192.16842.127
Vb

0000:0000:0000:0000:0000:ffff:c0a8:2a7f or . :ffff:cO0a8:2a7f

9.2 HTTPS client settings

All parameters that can be entered depend on the used software solution of the
host. Connections to hosts using certain reverse proxy solutions may require
activation of the option "send content length header". This option should only be
activated if necessary.

Channel A | Channel B I Channel C I IP configuration

Communication protocol

()TCP (@) HTTPS Client

b

HTTPS Client settings

Hostname: |Examp4E.pcs.mm |

i A DNS5 server must be configured (by RDNSS, DHCP or fixed address) |

Port:

Directory: |te5tdir |
Liser name: |testuser |
Password: |u-" |
[ ] show password
() keep (@) change
CA certificate: Example CA Load

(Jkeep (@) change
[] Online update

Lipstream: [ ] 5end Content-Length Header

Figure 9-2: HTTPS client settings
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The URL for communication with the host is created using host name, port, and
directory.

For authentication, user name and password are used (basic authentication).

The CA certificate serves for verifying the server certificate.
Certificates in PEM format are accepted. Up to 10 different certificates can be
added to a file.

With TCL Firmware 1.08 and later, an automatic update of the CA certificate via the
host can be activated using the option "Online update”. The software solution of the
host needs to support this.

For further information, please see the INTUS TCL manual G3000-004.

9.3 Security settings

Encryption on host interface
Authorization level 3

It is possible to configure encrypted data transfer between host and TCL interpreter.

IP Click "Generate key" to enter any encryption text of up to 512 characters. This text
is used to generate a key for transmission.

Login on host interface
Authorization level 2/3

You can set a password and routing bytes for the communication with the TCL
interpreter (MONIN & MONOUT process).

Password for simple access

The terminal can send records. It only processes “J” records and acknowledgment
records.

Password for administrative access
No restrictions are applied.

For more information, please see the INTUS TCL Programming Manual G3000-004.
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10 The Firewall

Authorization level 2/ 3

Enable the firewall to prevent unauthorized network access to the terminal. To
permit the operation, you have to allow network access to different services as data,
maintenance and state.

The network address in conjunction with the network mask/prefix defines which and
how many network users are granted access authorization for the respective
services.

The number of network users is defined by the network mask/prefix and calculated
using binary code. The value 255.255.255.255 (IPv4) or 128 (IPv6) means only a
single network user has the configured access authorization.

For more information on network address and mask please contact your network
administrator.

Default setting
Firewall is not configured.

Channel & I Channel B| Channel C I IP configuration Firewall | Internal Readerl LBus I TCL parameter I Hardware I
Enable firewall i l ¢
IPv4 network address IPv4 network mask Maintenance  Data State
192,169 . 167 . O 255 ,255.255. 0
192,169, 10 , 33 255,255,255 ,255 M ]
0.0.0.0 0.0.0.0 M [ |
0.0.0.0 0.0.0.0 [ . [
0.0.0.0 0D.0.0.0 M ) M
IPv6 address IPv6 prefix Maintenance Data State
| 64 O O ol
/64 O £ ol
/64 O B ol
| 64 O O O
I 64 W 0 o

Figure 10-1: Firewall
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11 Configuring the LBus

Authorization level 2/ 3

e

The LBus is an interface to connect external readers.

When configuring the LBus, the available LBus interfaces with the
corresponding board labelling are displayed.

To improve readability, the term “reader” is used in the following, also if a
subterminal is dealt with.

HW address means the reader's address, which must be set manually for
each reade. Please refer to the reader's installation guide for information.

TCL address is the logical address of the reader.

Point-to-Point (PP): When 1x reader is connected to an LBus interface, this is
called Point-to-Point (PP) by PCS.

Multi-Point (MP): When several readers are connected to an LBus interface in
a line, the connection type is called Multi-Point (MP) by PCS.

In case of a connection of INTUS Flex readers with the INTUS Flex Gateway: A
Gateway can be connected directly "Point-to-Point", but if several cylinders have to

be coupled, "Multipoint” must be set in TCL.

e

No address can be set for the INTUS 315ro0. Therefore, no Multi-Point connection is
possible.

Reader type OSDP currently only supports INTUS Flex readers. Other OSDP
readers have to be verified and released by PCS!

G5000-001.13
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11.1 Maximum number of readers

Number of readers

Device LBus1l |LBus2 |Remark

INTUS 5200 1

INTUS 5320 4 Obtion

INTUS 8 8 P

5500/5540/5600

INTUS ACM80e Rack | 8 8 Standard 8 readers
Optional 16 readers
Standard 4 readers

INTUS ACM80e Wall 8 8 Optional 8 or 16 readers
Standard 2 readers
Optional 4 readers
With ACM40e Wiegand module:

INTUS ACM40e 8 8 + 4 Wiegand readers

With 4Flex license*: + 4 INTUS
Flex readers

With 16Flex license*: +16 INTUS
Flex Endgerate

*With a basic ACM40e configuration without 4Flex license, no INTUS Flex readers

can be operated.
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11.2 Wiring the INTUS 5200 / 5320 / 5500 / 5540 / 5600
Wiring LBus1/LBus2
i Only Multi-Point / Multi-Point cabling is possible for non-ACM devices:
INTUS 5500/5540/5600 each max. 8 readers per interface (option),

INTUS 5200 one reader per interface (option).
INTUS 5200

Connection: at most one reader
Distance:  up to 10m/ 33ft

INTUS 5320

Wiring
LBus] |BNSESNEITEA [ Bus2
Connection of up to 8 readers BYUMIBEIIIEE Connecction of up to 8 readers

TCL address of the reader 1-8 TCL address of the reader 9-12

(o} - (o} - o - o} o - (o} - (o} - (o}
HW4 m HW 3 | HW 2 [ HW | HW 1 HW?2 HW3 g HW4

o (o} o o o o o o

Figure 11-1: Wiring the INTUS 5200 / INTUS 5320 / INTUS 5500 / 5540 / 5600

The HW (Hardware) address must be set for each reader, as described in the
reader's installation manual.

| 1)
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11.3 Wiring options of the INTUS ACM40e

INTUS ACM Reader
Wiring Reader Connected addressing
LBusl /LBus?2 . readers HW address
interface 5
easy fixed
Reader 1 to 1 X reader per
Multipoint reader 4 interface 1 1104
. @ Mutipoinf | _______ Max. 4
@ Point-to-point readers
Point-to-point
Reader 1 to 1 x reader per
Multipoint reader 2 interface L 1t02
Multipoint Reader 3 to Max. 4 1to2
@ Point-to-point reader 4 readers
@ Point-to-point
Reader 1 to 8 readers
® Midtipoint reader 2 max, divided 1to4
@ Multipoint Reader 3 to to the reader lto4
Point-to-point reader 4 interfaces
Point-to-point

11.4 Wiring options of the INTUS ACM40e with Wiegand

module
. INTUS ACM40e Reader
Wiring Reader Connected HW address
LBusl /LBus?2 . readers -
interface easy | fixed
4 readers
. max
w::gzgg :1)’ :g i distributed to
9 the reader
interfaces
6 readers
. max
Multi-Point Rqader ; to 2 distributed to 1 lto2
@ Point-to-Point Multi-Point Wlegan lto4 the reader - -—-
@ Point-to-Point interfaces
6 readers
. max
\évéz?;;?dl 10'[%4 distributed to 1 -1“to 5
the reader
interfaces
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11.5 Wiring options of the INTUS ACM80e

INTUS ACM Reader
Wiring Reador Connected addressing
LBus1/LBus2 ! readers HW address
interface easy fixed
Wiring LBus 1
‘ o Wiring LBus 2 Reader 1 to 1 x reader per
A5 MU'tIpOInt _ seeseseses sensaes T Reader 8 interface 1 1 to 8
@ Point-to-point © Multipoink | _______ Max. 8 readers
() Point-to-point
Wiring LBus 1
Wiring LBus 2 Reader 1 to 1 x reader per
e Reader 4 : lto4
() Multipoint ) interface 1
) Multipoint Reader 5 to Max. 8 read lto4
@ Point-to-point Reader 8 ax. e readers
@ Point-to-point
LBus 1
S 1 LBus 2 Reader 1 to ?gg)(;.eis
o bkpsrg | Readerd distributed to | - o8
o filltipsi | Reader 5 to lo8
o . the reader
) Point-to-paint Reader 8 .
() Point-to-point interfaces

INTUS ACM80e with additional LBus2 interface (option)

Wiring LBus1/LBus2

You have to select: Point-to-Point for the interfaces Readerl to Reader8 / Multi-
Point for the LBus?2 interface.
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11.6 Point-to-Point wiring the INTUS ACM80e

HW address of the reader * o o

Easy addressing enabled: Reader HW address 1 HW HW

Fixed reader HW address: LBus1 1 - 8; ' ‘
LBusl+LBus21-4+1-4

TCL address of the reader
LBusl: 1-8
LBusl +LBus2: 1-4+9-12

Lese‘rﬁ Leser6 Leser7 Leser8
R HTR HTRHTRHT

5| 6 |7 8

INTUS ACM80e Wall

TXRXTXRXTXRXTXRXTXRXTXRX

INTUS ACM80e Rack

Bus
Leser1 Leser2 Leser3 Leser4

HW
1

Figure 11-2: Point-to-Point wiring the INTUS ACM80e

11.7 Multi-Point wiring the INTUS ACM80e

Readers can be freely assigned to the interfaces / slots.
The distribution of the readers is determined by the
specific features of the given installation. o

The HW (hardware) address* for each reader can be
individually configured in the range from 1 to 8.
LBus 2 - MP

Leser5 Leser6 Leser7 Leser8
A A [\

INTUS ACM80e Wall
LBusl1 - Reader with LBus2 - Reader with

TCL addgess 1 - 8 TCL address 9 - 16
f—_A__\

RX TX RX TX RX TX RX TX RX TX RX TX RX
I = O o .

address
of reader

INTUS ACM80e Rack
LBus 1 - MP

Leserd Leser5 | Leser6 | Leser8 Leser1 Leser2 Leser3 Leserd

+IAB+IAB+IAB+ TCL
address

of reader

Figure 11-3: Multi-Point wiring the INTUS ACM80e

* The HW (Hardware) address must be set for each reader, as described in the
reader's installation manual.

| 1)
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11.8 Configuring a reader

Channel A | Channel B | Channel C | 1P configuration | Firewal | Internal Reader LBuS | TCL parameter |
1 1 1 -

IMLEus (0 readers configured, 16 readers possible)
-T2 LBus 1

&-°T LBus 2 Step 1 ) Multipoint
Select LBus - .
Set the wiring @ Point-to-point

Wiring LBus 2

" Point-to-paint

. LBus {0 readers configured, 16 readers possible) _
& T Step 2

@ "0 LBus 2 Select LBuslI or LBus2 | Reader type:

() not configured

Step 3 @ INTUS 700/6xx/5x0/4x0{1600/1500{350H
Set the Reader type _
() INTUS 300H/340H
() INTUS 300L/300M
() INTUS 300ro0/315r0
Wiring Point-to-Point

recommended setting » Eeay addrmesing

( Generate key

—

. LBus (0 readers configured, 16 readers possible)

EJ“I: LBus 1 Step 4
e 4 Select reader interface
o Leser 2

- NIl LBus 1/Leser 1

----- & Leser 4

TCL address HW address Mode of operation Encrypti

not configured
Mode A 2x16 character display, INTUS 1500, INTUS 610moto
Mode C Extended keyboard functionality, INTUS 1600-11

Step S
Set the mode of operation for the connected reader

| LBus (1 readers configured, 16 readers possible)
-T2 LBus 1

=4 Leser 1
- LH ‘ The reader is configured

Figure 11-4: Reader configuration

@ INTUS 5200/5320/5500/5540/5600, the 1st step is omitted, since only Multi-Point
wiring is possible for LBusl and LBus2
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11.9 Reader type / Easy addressing

The reader is not yet configured by setting the reader type. Communication on the
LBus is defined by the reader type.

Valid for the following readers: Reader type:
INTUS 700 .
INTUS 600/615/620; G00FP R
INTUS 500/5001P/5201P (@) INTUS 700/6xx/5x0/4x0/1600/1500/350H
INTUS 400/420/400S
INTUS 1600/1600-11/1500/FP () INTUS 300H/340H
INTUS 350H/640H*
INTUS PS Controller . -
INTUS I/O Box () INTUS 300ro/315r0
Point-to-Point O Wiegand
recommended setting () OSDP

|:> Easy addressing

Generate key (for PCS-proprietary encryption)

Figure 11-5: Easy addressing

* INTUS 350H and INTUS 640H, setting of the reader type depends on
whether an LBus protocol or 340H protocol is configured inside the reader.
The following settings are required:

= LBus protocol “reader type: INTUS 700/6xx/.../350H" is set;

= 340H protocol “reader type: 300H/340H" is set,

Please also see INTUS 350H or INTUS 640H Installation Guide.

Mixed operation is possible when the readers have the same “Reader type” setting.
Please always note the length of the LBus at mixed operation!

Easy addressing enabled, INTUS ACM only

For Point-to-Point wiring, simple addressing should be enabled. There mustn’t be a
conflict between the reader address (1) and the reader identification or TCL address
in the access server.

Each external reader is assigned HW addressl, which is usually preset. This setting
should be checked.
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11.10 Mode of operation

]
1

For configuring an external reader, the mode of operation must be specified (not for
Wiegand or INTUS Flex (OSDP) readers).

INTUS 700, 600, 615, 620,

500IP, 5201IP, 400, 420, 350H, 640H, 600/800FP,

INTUS 1600, 1600-Il, INTUS PS Controller

LBus 1/Leser 1

TCL address HW address Mode of operation Encryption

1

not configured
Mode A
Mode B
Mode C

L notconfigwed v

2x16 character display, INTUS 1500, INTUS 610moto
Default
Extended keyboard Functionality, INTUS 1600-11

Display formatting

Reader Mode A Mode B Mode C
2 X 20 characters +
2 x 16 2 x 20 extended keyboard
characters characters . .
functionality
INTUS 700,
600/615/620, OK
5001P/520IP, 400/420, i i
350H, 640H, 600/800FP
INTUS 1600-I1 - OK OK
INTUS 1500 / 610Moto OK - -
INTUS 1600 OK OK -
INTUS PS Controller - OK -

INTUS 300H, INTUS 340H, INTUS 350H/ 640H (340H protocol)

LBus 1/Leser 1

TCL address HW address Mode of operation Encryption

SN/ID are
exclusively
read

HnoL Loni cJ
not configured

nfig

ID, if available, otherwise serial number
Serial number and ID, if available

Serial number

Identity number (ID)

INTUS 300L, 300M

“‘Default mode” should only be changed after having consulted the PCS Technical

Support.
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11.11 Example ACM40e Wiegand module: 2 LBus readers, 4

Wiegand readers

@ | pcsj s MO 0ok @

e 1]

Figure 11-6: ACM40e Wiegand module: 2 LBus readers, 4 Wiegand readers

Settings Wiring PP/PP

() Multi-Point

{®) Point-To-Point

Wiring LBus 2
() Multi-Point

{®) Point-To-Point
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Reader type:

() not configured

(@) INTUS 700/8x0x/5x0/4x0/1600/1500/350H
() INTUS 300H/3404

() INTUS 300L/300M

(") INTUS 300raf315r0

() Wiegand

() OsDP

[#] Easy addressing

| Generate key (for PCS-proprietary encryption) |

Configuration LBus 2

Reader type:
() not configured

(7) INTUS 700/5xx/5x%0/4x0/1600/1500/350H
(O) INTUS 300H,340H

() INTUS 300L,/300M

(C) INTUS 300ro/315r0

(@) Wiegand

() osDP

Easy addressing

Generate key (for PCS-proprietary encryption)

Configuration of the Reader to "Wiegand 1"

LBus 2 /Wiegand 1

TCL address HW address Mode of operation Encryption

g 1 Defatmode |
not configured

Default mode  Wiegand

G5000-001.13 Page 49 of 109



INTUS RemoteConf Configuration and Operation ©2024 PCS Systemtechnik GmbH

Result

| Bus (6 readers configured, & readers possible)
=" LBus 1
. Bl Leser 1

EI 4 Leser 2

-4 Wiegand 1
-4 Wiegand 2
-4 Wiegand 3
-4 Wiegand 4
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11.12 Example - ACM40e with 16Flex-Licence - 16 wireless
connected INTUS Flex devices

Star Wiring (configuration MP/MP):

= One INTUS Flex Gateway is connected to "Leser 1" - interface

= One INUTUS Flex Gateway is connected to "Leser 3" - interface

® [pesd L CH ®

Figure 11-7: example ACM40e with 16 INTUS Flex devices

Setting MP/MP
Wiring LBus 1

(@) Multi-Paint

() Paint-To-Paint

Wiring LBus 2
(@) Multi-Point

Point-To-Point
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Setting LBus 1/ OSDP

Reader type:
(") not configured

() INTUS 700/65¢/550/40/1600,/1500/350H
() INTUS 300H/340H
(O INTUS 300L/300M

INTUS 300ro/315r0

(@) OSDP

Easy addressing

| Generate key (for PCS-proprietary encryption)

Setting LBus 2/ OSDP

Reader type:
() not configured

() INTUS 700,53/ 5x 0,40/ 1600/ 1500 f350H
() INTUS 300H,/340H
() INTUS 300L/300M

INTUS 300ro/315r0

(@) OSDP

Easy addressing

- Generate key (for PCS-proprietary encryption)

Configuration on "Leser 1"

LBus 1/Leser 1

TCL address HW address Mode of operation Encryption
L =
2 2 =
3 3 @
s s @
5 5 =
s s =
7 7 @
) ) @
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Configuration on "Leser 3"

LBus 2/Leser 3

TCL address HW address Mode of operation Encryption
; :
o
.
= ;
. ;

Result
LBus: 16 readers configured, 4 (+ 16 INTUS Flex) readers possible
=-*T LBus 1
- & Leser 1
2
3
4
5
5]
7
- o Leser 2
=-*T LBus 2
10
11
12
13
14
15
- o Leser 4
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11.13 Example - ACM40e with 16Flex-Licence - Mixed operation
with star-shaped connected INTUS readers
= LBusl: 2 INTUS reader, star-shaped connection. "Leser 1" and "Leser 2".
= LBus2: 2 INTUS Flex Gateways, 8 wireless INTUS Flex devices.

= The first INTUS Flex Gateway is connected to "Leser 3": TCL-addresses 9, 10,
11 and 12.

= The second INTUS Flex Gateway is connected to "Leser 4": TCL-addresses
13, 14, 15 and 16.

° MP/MP must be set. With that, no "easy addressing" to LBus 1 is possible (just
possible with PP).

® pﬂﬁ intds MO @ ok ®

-

Figure 11-8: ACM 40e, 2 readers, 8 INTUS Flex devices
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Setting MP / MP

(® Multi-Point

O Point-To-Point

Wiring LBus 2

(® Multi-Point

Point-To-Point

Setting LBus 1/ INTUS 700/6xx/5x0/4x0/1600/1500/350H

Reader type:
() not configured

(@) INTUS 700/63x3¢/5x04%0/ 1600/ 1500/350H
() INTUS 300H,/340H

() INTUS 300L/300M

(O INTUS 300r0/315r0

() Wiegand

() OsDP

[+] Easy addressing

| Generate key (for PCS-proprietary encryption) |

Setting LBus 2/ OSDP

Reader type:
(O not configured
(O INTUS 700/6xx/5x0/4x0/1600/1500/350H
O INTUS 300H/340H
(O INTUS 300L/300M
INTUS 300ro/315r0

(® 0sDP

Easy addressing

L Generate key (for PCS-proprietary encryption) ]
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Configuration on "Leser 1"

LBus 1/Leser 1

TCL address HW address Mode of operation Encryption

1 1 'Mode B v|
3 3 |mtm1ﬁg.red v|
4 4 |nntmlﬁg.red v|

Configuration on "Leser 2"

LBus 1/Leser 2

TCL address HW address Mode of operation Encryption

2 2 Mode B v M
3 3 |nnl:m|ﬁg.red v|
4 4 |nnl:-::mﬁg.red V|

Configuration on "Leser 3"

LBus 2/Leser 3

TCL address HW address Mode of operation Encryption
g 1 INTUSFlex  ~| [
10 2 INTUSFlex  ~| [
11 3 INTUSFlex  ~| [4
12 4 INTUSFlex  ~| [

Configuration on "Leser 4"

LBus 2 /Leser 4

TCL address HW address Mode of operation Encryption
13 5 INTUSFex v~ [
14 3 INTUSFlex v~ [
15 7 INTUSFlex v [
16 ] INTUSFlex  ~| [
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Result

LBus: 10 readers configured, 4 {(+ 16 INTUS Flex) readers possible

=-*Ta LBus 1
; EI 4 Leser 1
- 4% Leser 2

EI 4 Leser 3
10
11
12

EI 4 Leser 4
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11.14 Example ASM40e with 16Flex-Licence - Mixed operation
with bus-wired INTUS readers
= |LBusl: 4 INTUS readers, all 4 on "Leser 1". Bus-wired.
= LBus2: 2 INTUS Flex Gateways, 8 wireless INTUS Flex devices. Bus-wired.
= The first INTUS Flex Gateway is connected to "Leser 3". TCL-addresses 9 and

10.
= The second INTUS Flex Gateway is connected to "Leser 3": TCL-addresses
11 und 12.
= The third INTUS Flex Gateway is connected to "Leser 4": TCL-addresses 13
und 14.
*» The fourth INTUS Flex Gateway is connected to "Leser 4": TCL-addresses 15
und 16.
® :
& | pess intds WO Wox 7]
.Leser 1" .Leser 2" .Leser 3" .Leser 4"

E 9
|
i Gateway . |Gateway

readers

INTUS Flex devices
Figure 11-9: ACMA40e, 4 readers, 8 INTUS Flex devices
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Setting MP / MP

(® Multi-Point
(O Point-To-Point

Wiring LBus 2

@ Multi-Point

Point-To-Point

Setting LBus 1/ INTUS 700/6xx/5x0/4x0/1600/1500/350H

Reader type:
() not configured
(@) INTUS 700/8x0x/5x0/4x0/1600/1500/350H
() INTUS 300H/3404
() INTUS 300L/300M
(") INTUS 300raf315r0
() Wiegand

() OSDP

[#] Easy addressing

| Generate key (for PCS-proprietary encryption) |

Setting LBus 2/ OSDP

Reader type:
(O not configured
(O INTUS 700/6xx/5x0/4x0/1600/1500/350H
(O INTUS 300H/340H
(O INTUS 300L/300M
INTUS 300ro/315r0

(® 0SDP

Easy addressing

[ Generate key (for PCS-proprietary encryption) ]
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Configuration on "Leser 1"

LBus 1/Leser 1

TCL address HW address Mode of operation Encryption
1 1 Mode B v| M

2 2 ' Mode B v| M

Configuration on "Leser 2"

LBus 1/Leser 2

TCL address HW address Mode of operation Encryption
3 3 Mode B v M

4 4 Mode B vl o

Configuration on "Leser 3"

LBus 2fLeser 3

TCL address HW address Mode of operation Encryption
9 1 INTUSFlex  ~| [
10 2 INTUSFlex  ~| [
11 3 INTUSFlex  ~| [
12 4 INTUSFex  ~| [

Configuration on "Leser 4"

LBus 2 /Leser 4

TCL address HW address Mode of operation Encryption
13 5 INTUSFlex  ~| [
14 6 INTUSFlex  ~| [
15 7 INTUSFlex  ~| [
16 8 INTUSFlex  ~| [
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|3 LBus: 12 readers configured, 4 (+ 16 INTUS Flex) readers possible

Results
=T LBus 1
EI# Leser 1
- Leser 2
4
=L LBus 2
EI# Leser 3
10
11
= B
-4 Lezer 4
14
15
16
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11.15 Example ACM80e with 8 INTUS 700/6xx/350H readers and
8 INTUS Flex devices

Figure 11-10: ACM80e, 8 INTUS 700/6xx/350H readers and 8 INTUS Flex devices

Setting MP / MP

Wiring LBus 1

() Multi-Point

(@) Point-To-Point

(®) Multi-Point

() Point-To-Point
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Setting LBus 1/ INTUS 700/6xx/5x0/4x0/1600/1500/350H

Reader type:
(") not configured

(®) INTUS 700/6%x/5%0/4x0/1600/1500,/350H
(0) INTUS 300H/340H

(O INTUS 300L/300M

(O INTUS 300ro//315r0

() 0sDP

[+] Easy addressing

| Generate key (for PCS-proprietary encryption) |

Setting LBus 2/ OSDP

Reader type:
(") not configured

(7)) INTUS 700/83%:%/5%0/4x0/1600/1500/350H
(0) INTUS 300H/340H
() INTUS 300L/300M

INTUS 300ro/315r0

(® 0SDP

Easy addressing

| Generate key (for PCS-proprietary encryption)

LBus 2/LBus 2

TCL address HW address Mode of operation Encryption

g 1 not configured - |
10 9 not configured
Default mode &l QS0P readers except INTUS Flex

11 3 INTUS Flex OSDP INTUS Flex only
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2,

10

11

1

2

INTUS Flex

v

INTUS Flex

INTUS Flex

INTUS Flex

INTUS Flex

INTUS Flex

INTUS Flex

INTUS Flex

LBus 2/LBus 2

TCL address HW address Mode of operation Encryption

&

K E A AR E A

Results

LBus: 16 readers configured, 16 readers possible
=-* LBus 1

EI# Leser 1
= # Leser 2
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11.16 Example - one INTUS 5500/5540/5600 with LBusl & LBus2

Interface is the end Interface is the end
of LBusl #m EEHER] Wj of LBus2
T erminating - TEE T T erminating

resistors enalbiled sooooclooonon resistors enaliled

3=z INTUS 1400-11

R sader bypa:
[ Mot configured

@ INTLIS 700505040/ 1200/ 1500/ 350H

f byt —
) Mat configured
@) THTLIS 70050 5040 1600 SO0/ 350H

=" LBus 2

N anal CfLBus 2

= "L LBus i
g¥ Aianal BLEUS 1

LBus 1,/Kanal B/LBus 1 LBus 2,/Kanal C/LBus 2

TCL address HW address Mode of operation Encrpnbinen TCL address HW address Mode of operation Encoyplion
1 1 Hot contigured - Y 1 Mok condigured -
Kot confgured Plot confgured — .
Mode & Zxlé character display, INTUS 1500, INTLIS 61 Omoto 2 Miodz 4 2x16 character dsplay, INTUS 1500, INTUS &10maH
ERModa B Defauk 49 Mode B Defauk
IM-:dc C Enbended keyboard funcbonally, IMTLS 1600 11 ende
| LBus (1 1readers conFoured, T readers possble] | IBe{lireaders confiqured fE readers possiblel
S s - SfTmer
. (=0 d anal BiLBus 1 uu 1/%anal B/LDuS | . o Kanad BiLBus 1 LHus 2K anal [/lBus #
I TCL sddress HW address “ade nf aneratinn 1
z 1 i Moce B . b TL address HW address Mode of operation
3 3 1 1 Mode € -]
4 i 4 Hoce B - 4 ) .
. 5 s et . N I z M -
6 4 4 Meoce B - -] 1 3 [T
7 5 s Moce - 7 1 ] Matcovigues v
:ir T LBus 2 & & Mioee B - 5T LBus 2 19 5 Hotconfipued -
@ AT 3 T Moce B = > J¥=nal CjLBus 2 | 11 & Matcofigues - |
. & & Hace = N 15 7 Wt i =
-1l 10 - 10 : :
1 11 . 1€ a hat configued  w

W cang configuration

Figure 11-11: One INTUS 5500/5540/5600 with LBus1 & LBus2

| 1)

The last reader is the end of LBusl1 & LBus2: Enable the terminating resistor!

* The reader address (HW) must be set manually to each reader. For more
information, please see the Installation Guide of the respective reader.

| 1)
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11.17 LBus AES encryption

Authorization level 3

It is possible to encrypt communication between an LBus reader and the termina via
AES.

11.17.1

Prerequisites
AES encryption can only be used if supported by the terminal firmware.
TCL firmware 1.07 and later support this function.

Further, the reader firmware needs to support AES encryption. This is not valid

for reader type Wiegand. Concerning OSDP and INTUS Flex, please see
chapter 11.17.8.

11.17.2

!

Activating AES encryption

LBus (3 readers configured, 16 readers possible)
=+*T. LBus 1

|j'|a| BfLBus 1
- JE 1
2

TCL address HW address Mode of operation Encryption
52

1 1 Mode B

L

2 2 Mode B

L

Figure 11-12: Activating AES encryption

Automatic activation: When establishing communication, the terminal requests
from the reader whether it supports AES encryption.

If the reader supports AES encryption it is automatically activated, even if the
checkbox ,encryption® is not marked for this reader.

By setting the option ,Encryption” at a reader, encrypted communication is
forced (either via AES or PCS proprietary — see chapter 11.17.8 ff.).

If a reader supports both AES encryption and PCS proprietary encryption,
the terminal chooses AES encryption.

If the checkbox is activated and a reader doesn’t support encryption, the
TCL firmware deactivates communication. This means that the reader is no
longer active ("KO") and cannot be used for readings.

e
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11.17.3  Configuring the AES key

Customer key for AES encryption: | (not configured)

|_i\. Mo customer key provided yet

show key

@ keep () change
[] AES encryption with customer key only

Figure 11-13: Configuring the AES key

= By default, the TCL firmware uses the so-called device key for AES encryption
with a reader.

» Via INTUS RemoteConf, you can load your own customer key to the terminal
and the connected readers.

11.17.4  Configuring the customer key

Customer key for AES encryption: |Illllllllllllllllllllllllllllllll

|i\. Mo customer key provided yet

[] show key

(i keep (@) change
[ ] AES encryption only with customer key

Figure 11-14: Configuring the customer key

= For AES encryption, a new section ,Common LBus settings* was introduced in
INTUS RemoteConf V1.05.00.

= Choose your own customer key and load it to the terminal via INTUS
RemoteConf.

= The customer key can then be transferred to the connected readers via LBus
action "Transfer LBus key to reader"” (see chapter 17).
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11.17.5

11.17.6

!

Option AES encryption with customer key only
There is a checkbox for the option "AES encryption with customer key only”.

The checkbox is not activated: If no customer key is available for a reader, the
terminal uses the device key for communication.

The checkbox is activated: If no customer key is available for a reader, the
TCL firmware deactivates deactivates communication with this reader,
meaning the reader is inactive (“‘KO”) and cannot be used for readings. It is
possible, however, to reload the customer key via LBus action “Transfer LBus
key to reader”(see chapter 17).

Changing the customer key

Customer key for AES encryption: eeessssssssssssssssssssssnsnssnne
[] show key

(i keep (@) change
[ ] AES encryption with customer key only

Figure 11-15: Changing the customer key

G5000-001.13

The customer key can be changed via INTUS RemoteConf at any time.

The terminal remembers the last customer key when the key is changed (so-
called ,old customer key*).

The new key can be transferred to the connected readers via LBus action
»1ransfer LBus key to reader (see chapter 17).

The "old customer key" is deleted by the terminal as soon as all connected
readers are using the new customer key.
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11.17.7

!

Removing a customer key

Custorner key for AES encryption: |00000000000000000000000000000000

show key

(O keep (@) change

[] AES encryption with customer key only

Figure 11-16: Removing a customer key

11.17.8

The configured customer key can be removed from a terminal/ACM by
entering an empty key 00000000000000000000000000000000 (32 times 0)
via INTUS RemoteConf.

Via LBus action ,Transfer LBus key to reader (see chapter 17), this empty
customer key can be transferred to all readers.

This removes an available customer key from all readers.

AES encryption and OSDP

AES encryption for OSDP readers at a terminal slightly differs from the above-
described procedure for general LBus readers:

G5000-001.13

AES encryption is not automatically activated by the terminal (chapter 11.17.2),
but has to be activated explicitly for each reader.

Since there are no separate ,device keys" for OSDP readers, the terminal uses
the key set as ,customer key“ in INTUS RemoteConf.

This is why the setting "AES encryption with customer key only“ (chapter
11.17.5) is not relevant for OSDP readers.

Depending on OSDP reader settings, it may happen that an unencrypted
connection or loading of the key via LBus action (see chapter 17) is not
supported by the reader.
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11.18 LBus encryption (PCS proprietary)

[ 1)

Authorization level 3

You can encrypt the communication between an external reader and the terminal.
Since a fixed length is required for the key, a passphrase of up to 512 characters
needs to be entered. The key is then created correctly and automatically for
facilitating key creation. Currently, encryption is supported by

= [INTUS 700/600/620 und INTUS 640H
= INTUS 400/420, INTUS 500/520, firmware version 1.08 and higher,
= INTUS 350H firmware version 1.01 and higher.

=  INTUS 1600-II
| LBus (2 readers configured, 8 readers possible))
=L LBus 1 TCL address HW address Mode of operation Encryption,
i = A anal BfLBus 1 1 \ ‘Mode B 2] @
+-*T LBus 2 : x
1

LBus (3 readers configured, 16 readers possible)

i
= 4” Kanal BLBus 1

I : Reader type:
- *T LBus 2 : (O not configured
(®) INTUS 700/6xx/5x0/4x0/1600/1500/350H
(O INTUS 300H/340H
(O INTUS 300L/300M

Easy addressing

[ Generate key (for PCS-proprietary encryption) ]

Passphrase

'lo' Please enter passphrase:
& | | You can enter a passphrase
' of up to 512 characters.

[ OK H Cancel ]

Figure 11-17: LBus encryption

Encrypted communication is possible if terminal and reader are encrypted with the
same passphrase (key).

If supported by the firmware of the terminal, you are able to load the LBus keys from
the terminal to the readers. For more information, see chapter 17.
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12 The internal reader

Authorization level 2/ 3

Does not apply to the INTUS ACM

° A change of the default setting is usually only required if a barcode reader is
1 connected.
When a barcode reader is installed, it must be activated as "additional barcode
reader".
T Channel & | Channel B | Channel C | IP configuration | Firewal Internal Reader | LBus | TCL parameter
Reader type: |Serial standard
Mode: ;Default -

Default
DNCIN

|

/| additional barcode reader

Figure 12-1: Internal reader

Reader type: Serial standard

Reader mode

Comment

Default

Legic® or Mifare® or Hitag®
reader with serial connection

DNCIN

Serial reader interface for free use

Default + additional
barcode reader

1x proximity reader & 1x barcode reader

Reader type: Clock data (INTUS 5320)

Reader mode

Comment

Omron — code identifier X

Reader with Omron emulation; TCL
code identifier ,X“

Omron - code identifier Y

Reader with Omron Emulation; TCL
code identifier ,Y*

Omron - code identifier Z

Reader with Omron Emulation; TCL
code identifier ,Z“

Barcode (Wand
emulation)

Barcode reader

G5000-001.13
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13 TCL parameters

Authorization level 2/ 3

Channel A | Channel B | Channel C | IP configuration | Firewall | Internal Reader | LBus TCL parameter iHardware | Logir

Table field [Byte]: 49152 5 || Save buffer records with record number  Number of labels: 1024 5
Save buffer [Byte]: = 49152 & Load default TCL program on cold boot

Ack timeout [s]: 265 Size BMI field [byte]: @ 88 () 115 Character encoding: :1509859-1 v:

Extended user interface

TCL binding: table field
Start offset: 0% Length of field to be synchronized =

Yolume [%]: 70 5

Figure 13-1: TCL parameters

13.1 Settings

Table field

Default setting is a TF field size of 49152 bytes (48kb).

Save buffer

Default setting is an offline buffer size ($4 circular buffer) of 49152 bytes (48 kb).

° Note that the table field and the offline buffer size should not exceed the capacity of
1 the available SRAM configuration. If the sum of the values exceeds the available
SRAM, both the operating parameters will be reduced to their default value of
49152Byte.
Therefore, following a reset, you should check whether your settings have been
accepted.
Ack timeout

The logical acknowledgement time defines the period of time within which a record
from the offline buffer must be acknowledged by the host; it can be set to a value
between 2 and 230 seconds. The default value is an acknowledgement period of 26
seconds. In the TCL system, the acknowledgement period is used to control the
MONOUT process via the P3 field.
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13.2

13.3

Save buffer records with record number

If you select this checkbox, a logical record number will be added automatically to
the records from the offline buffer. If it is deselected, no logical record number will
be prefixed. Further information on the structure of data records from the offline
buffer can be found in the P20+22,1 and P10 fields, please see the TCL
Programmer's Manual.

Load default TCL program on cold boot

If you deselect this checkbox, the default program will not be executed during a cold
boot or ice-cold boot. In this case, the load request ‘77" will not be sent to the host
either.

The default setting is Yes and should not be changed.

Size BMI field

This option allows you to change the size of the B, M, and | fields from the default
value of 88 characters to 115 characters (no checkmark in the box), if the readers
return records of more than 80 characters.

The default size is 88 characters and should not be changed.

Number of labels

This option allows you to set the number of jump destinations (= labels) in a
TCL program to a value between 512 and 4352. The default value is 1024.

Note that each jump destination occupies 4 bytes of SRAM storage. If there is no
need for a large number of jump destinations, you should not set an excessively
large number for the labels here because the corresponding storage will not be
available for the TF field, offline buffer, and TCL program memory (DL).

Character set

If a display is available, you can select the character set that will be preset in the
display. The default value is ISO 646 — GERMANY.

Extended user interface

You can define a range for additional INTUS Graph information. TCL provides this
range to INTUS Graph.

Normally, this setting is entered directly in the TCL program.

INTUS Sound
Authorization level 1/2/ 3

The volume of the sound module (option) can be adjusted.
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14 Hardware
Channel & | Channel Bl Channel C | P mnﬁguraﬁnnl Firewalll Internal Readerl LBusI TCL parameter I-Iardware

Display contrast: 21 EI

240 digits display emulation: |Nicht verfilghbar «
S—
Magic-Eye

Blue brightness:

Buzzer
Default frequency [Hz]: | 2300 El
Acoustic feedback on function keystroke

Acoustic feedbadk on keystroke {except function keys)

Control buzzer from TCL program

Figure 14-1: Hardware

14.1 Display (only valid)

Display contrast

The display contrast for the INTUS 3150/3155/5320/5500 is optimally adjusted by
PCS. However, external influences may make it necessary to readjust the setting.

The default setting is 21; the highest possible contrast is 64.

Backlight saver

If the backlight saver function is enabled, the backlight is dimmed after an hour of
inactivity (INTUS 5320).

14.2 Magic-Eye (INTUS 5320 only)

Blue brightness: Adjust the brightness of the blue MagicEye LED. Value range is O-
15, default setting is 9.

Brightness is regulated in 3 steps: Off (value 0), normal (values 1 to 9) and high
(values 10 to 15).

14.3 Buzzer
You can set the frequency of the buzzer in the range of 300 up to 6000 Hz.
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15 Login

Channel A I Channel B| Channel C I P configuration' Firewal|| Internal Reader] LBus| TCL parameter | Hardware Login

Maintenance group:

[ &, Security setting has documented default value!

Password authorization level 1: Repetition:

| &, Security setting has documented default value!

Password authorization level 2: Repetition:

| &, Security setting has documented default value!

Password authorization level 3: Repetition:

| 4, Security setting has documented default value!

Figure 15-1: Login

Once the maintenance group or the password have been changed and sent, the
display a4 Security setting has documented default value is faded out.

e

This warning indicates that by changing passwords and maintenance group, the
terminal is more secure against unauthorized access.

15.1 Maintenance group

On authorization level 3 you can define a maintenance group.
The value margin is 0 to 65535.

The default setting assigns the device to maintenance group O.

i Always make a note of the maintenance group.

15.2 Changing the password for authorization level
Password changing depends on the authorization level.
On authorization level 3, you can change the password for all levels.

Please make a note of any password change.

[ 1)
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16

16.1

e

16.2

Time
Channel A I Channel B I Channel C I IF mnﬁgurah’onl Firewalll Internal Readerl LBus I TCL parameter I Hardware | Login Time

["] Use NTP server from DHCP response

NTP server 1: | |

NTP server 2: | |

Difference to UTC time at location

@ Manual setting

Offset [minutes]:

() Automatic

(") Always daylight saving time
@ Always standard time

Apply TZ data from DHCP response

POSIX TZ string: |

Figure 16-1: Time

NTP Client

The terminal now optionally supports synchronization of date/time via NTP (Network
Time Protocol). By default, NTP time synchronization is off.

NTP server 1 or NTP sever 2: An IP address or a host name can be indicated. NTP
time synchronization is acticated if the option "from DHCP" is activated and/or a
value is set for NTP server 1 or NTP sever 2.

From all configured time servers (via DHCP or via INTUS RemoteConf), the most
suitable server is chosen for synchronization.

NTP always uses UTC time. It is thus recommended to configure the deviation from
UTC time and daylight saving time accordingly.

UTC offset — Deviation to UTC time

UTC (UTC — world time) is used as a basis.

For a deviation between local time and UTC, enter the direction (eastward or
westward) and the number of hours. This value refers to winter time. A positive
value means west of UTC, a negative value (with preceding '-") means east of UTC.

Example: Local time in Germany— UTC: Currently (as of 2021) 1 hour east of UTC.
The value of "-60" has to be entered as deviation.
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16.3 Daylight saving time switch-over

!

If daylight saving time (DST) switch-over is to be performed automatically by the
terminal, you have to set the DST start and end dates in POSIX TZ format.

The POSIX TZ format Mm.w.d/h specifies the switching instant as day d of the
week w in the month m at hour h.

The day d must be between 0 (Sunday) and 6 (Saturday).

The week w must be between 1 and 5. Week 1 is the first week, in which the
weekday d appears. Week 5 selects the last week, in which the weekday d appears.
The month m can be adjusted between 1 and 12, the hour h between 0 and 23.

Currently (as of 2021), the following applies to Central Europe:
Start of the daylight saving time: M3.5.0/02 (last Sunday in March at 2 am)
End of the daylight saving time: M10.5.0/03 (last Sunday in October at 3 am)

The complete POSIX TZ string for Central Europe is thus:
CET-1CEST-2,M3.5.0/2,M10.5.0/3
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17 LBus actions

Authorization level 2/ 3

17.1 Overview

This function enables the terminal, or the ACM, respectively, to perform certain
actions on the internal reader, or readers connected via LBus. Several terminals
can be selected before the button “LBus action” is clicked on. In this case, the LBus
action is simultaneously sent to the selected terminals and the action is performed.

If an LBus action is performed on several terminals, the readers that are not
connected to a terminal are left out without error warning.

o

If the "LBus actions" button is inactive, the terminal firmware does not support LBus
actions.

IP Procedure:
1 Push the "LBus actions" button to start.
2 Select one of the four actions, or composing a sequence of actions

The action "Custom reader settings configuration" cannot be included in a sequence
of actions.

e

" Custom reader settings configuration " cannot be activated, if more than one
terminal is selected.

3 Click on ,Next".

Choose LBus action

3 Terminals selected.

(®) Reader firmware update

() Unlodklock parameter card for reader
() Transfer LBus key to reader
() Reader parameter download

Custom reader settings configuration

() Compose sequence of actions

Figure 17-1: Select LBus action(s)

4 Select the readers you wish to perform the action on. Depending on the action,
further settings may be requird. Please see the following chapters.
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5 After having pushed "Start", the action is performed on each selected reader.
While the terminal is performing the LBus action, INTUS RemoteConf shows a
status view.

6 After the action has been competed, an overview is displayed.

17.2 Action "Reader firmware update"”

It may be necessary for certain reasons to update the firmware of the readers
connected to the terminal.

The PCS Technical Support provides a file with reader firmware for you individually.
IP 1 Select an IRFW file via "Choose IRFW file".

2 Select the reader the firmware of which is to be updated.

f After the reader firmware was updated from 4.x or 5.x to version 6.x, the reader
always has to be reconfigured. This is done via a VX parameter card or via INTUS
RemoteConf using an IRPA file (see chapters 17.5 and 17.7).

17.3 Action "Unlock/lock parameter card for reader”

This action executes enabling/disabling of the function ,Lock/unlock parameter
card” (see manual “Parameterizing with parameter card, order No. G3000-21). This
enables local enhancement or changes of reader parameters. The parameter card
is provided by PCS.

IP 1 Select whether you want to lock or unlock.
2 Select the reader of which the parameter card is to be locked or unlocked.

17.4 Action "Transfer LBus key to reader"

This action enables transfer of the LBus keys from the terminal to the reader. Also
see chapters 11.17 and 11.18.

IP Select the connected readers to which the keys are to be transferred.

Key transfer is only required at start-up or after changes of the key.

e
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17.5 Action "Reader parameter download"

It may become necessary to configure the readers connected to a terminal via
INTUS RemoteConf.

Instead of using a parameter card, a reader parameter download can be performed.
For this action, TCL firmware version 1.10.00 or later is required.

PCS Technical Support provides you with an IRPA file for reader parameter
download. This file contains the parameters (e. g. VXD) for INTUS readers.

Further, PCS Technical Support will give you an individual IRPA file password for
this file.

IP 1 InINTUS RemoteConf, select the file via "Choose IRPA file", and enter the
IRPA password in the respective field:

V¥D00-001.02.irpa Choose IRPA file..
IRPA file password: Ty

[] show password

Cancel

2 Select the readers you wish to configure.

The terminal decrypts the data in the IRPA file with use of the IRPA file password,
then loads the decrypted parameter data to the selected readers.

After successful parameter download, the functions of parameter cards are blocked
for these readers. If required, they can be reactivated any time via LBus action
"parameter card" (chapter 17.3).

o

G5000-001.13 Page 80 of 109



INTUS RemoteConf Configuration and Operation ©2024 PCS Systemtechnik GmbH

17.6

Action "Custom reader settings configuration”
Via this dialog, further settings for the connected readers can be configured.

There is a tab for each connected reader. The settings can be entered separately
for each reader. Via the button "Send configuration”, the settings are transferred to
the terminal/ACM.

Standort Terminal 17350015

Reader 1| Reader ZI Reader 3| Reader 4 Reader 5| Reader GI Reader ?I Reader 8| Reader 9| Reader lOI Reader 11| Reader 12| Reader l3| Reader 14| Reader 15| Reader 16|

2

General actions

[[] Disable administration of custom reader settings

[]Reset custom reader settings to readers default settings

Reader identification A
Display name: |Main entrance | ®

L e oo @

Mobile Access 3
Mobile Access Mode: Wake-Up - ®

Woewsersity: b v|@

BLE range [Min. RSSI, dBm]: @

J— e .|®

Tamper contact 3
Sensitivity:

Frequency 3
T (o)

e [0

Brightness ~

o

& Discard changes

Figure 17-1: Custom reader settings configuration

_‘j’ Send configuration
=

17.6.1 General actions

Reader settings made in RemoteConf are saved to ACMs and terminals.

When a reader connected to a terminal/ACM is replaced, the saved settings are
loaded to the new reader. If this is not wanted, loading of those settings can be
avoided by activating the checkbox "Disable administration of custom reader
settings":

Activate the checkbox "Disable administration of custom reader settings" and
click on "Send configuration”. The reader settings are deleted in the terminal/ACM.

1 Unplug the reader you wish to replace, and connect the new reader.

2 Deactivate the checkbox, so that the ACM/terminal can load and save the
settings of the new reader.
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Do not activate the checkbox if a reader is to be replaced while keeping the settings
of the old reader.

| 1)

By activating the checkbox "Reset custom reader settings to default reader
settings", all settings made in this dialog are reversed.

17.6.2 Setting mounting site-specific parameters

Via the sections "Reader identification, Mobile Access, Tamper contact,
Frequency, Brightness", site-specific parameters for the readers can be set. Move
your mouse over one of the info icons for further information on the settings.

17.7 Compose sequence of actions

In order to ease work, several actions can be composed to a sequence. This way,
you don't need to wait at the computer, e. g. until a firmware update is finished,
before starting parameter download as another action. Actions of a sequence are
processed one after the other by all terminals.

Initially, the list of actions is empty. By adding actions, it can be filled step by step.

T Choose LBus action »

(®) Reader firmware update

() Unlodkflock parameter card for reader
() Transfer LBus key to reader

() Reader parameter download

Figure 17-2: Sequence of LBus actions

Each action is processed one after the other by each terminal. Once an action is
terminated for all selected readers, the next action is started.

The list may contain up to 99 actins. For each action, readers can be selected
individually.

If an error occurs during an action at one of the readers, further actions are not
processed at this reader.
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Example 1:

For readers 1-8, a firmware update is performed, then parameters are loaded:

Compose sequence of actions

Action Detail Readers
1 - Firmware update INTUS _Leser_Firmware_Va, 12.irfw 1-8
2 - Parameter download V¥D00-999.00.irpa 1-&8

Example 2:

Example 1 was altered in a way that readers 1-4 are processed, then readers 5-8:

Compose sequence of actions

Action Detail Readers
1 - Firmware update INTUS_Leser_Firmware_V&, 12.irfw 1-4
2 - Parameter download V¥D00-999,00.irpa 1-4
3 - Firmware update INTUS_Leser_Firmware_V&, 12.irfw 5-8
4 - Parameter download V¥D00-999,00.irpa 5-8
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18

Authorization level 2/ 3

Service actions for INTUS Flex Air

The following actions for INTUS Flex Air are described below:

*» Modifying the base address of the INTUS Flex Gateway

= Pairing of INTUS Flex devices onto a INTUS Flex Gateway

= Removal of INTUS Flex Devices from a INTUS Flex Gateway

= Activating the service mode of the INTUS Flex Gateway

View of the current Flex configuration

(=

Flex
Air

Figure 18-1: Flex Air

The button "Flex Air" takes you to the complete view for the Flex configuration. In
this view, the LBus configuration of the ACM is displayed, as well as the currently
connected gateways and the INTUS Flex devices connected to the gateways.

Standort Terminal 19200138

o

j Bus
E-* LBus 1 (Multi-Paint, OSDF)
- 4" LBus port Leser 1'
=N 1 HW Adr. 1Flex gateway SN 00116C9E
- €= 1 HW Adr. 1Flex device SM 00129337
- €= 2 HW Adr. 2 Flex device SM 00129321
&= 3 HW Adr. 3 Flex device 5N 0012528A
€= 4 HW Adr. 4 Flex device SN 00127217
&= 5 HW Adr. 5 Flex device SN 00129335
&= 6 HW Adr. 6 Flex device SN 00127216
&= 7 HW Adr. 7 Flex device SM 00129325
@@= & HW Adr. 8 Flex device SN 00129348
- 4% LBus port 'Leser 2'
=" LBus 2 (Multi-Point, OSDF)
[ 4 LBus port 'Leser 3
- 9 HW Adr. 1Flex gateway 5N 00115C8A
- €= 3 HW Adr. 1Flex device SN 001067FB
&= 10 HW Adr. 2 Flex device SN 00113063
i~ @@= 11HW Adr. 3 Flex device SN 00118280
- &= 12HW Adr. 4 Flex device SN 00113274
' &= 13HW Adr. 5 Flex device SN 00118062
' €= 14HW Adr. & Flex device SM 00118297
- €= 15HW Adr. 7 Flex device SM 00118068
i E= 16 HW Adr. 8 Flex device SN 00118036
- 4 LBus port 'Leser 4

( Back ? Reload

Number of configured TCL addresses for Flex:
Number of connected Flex gateways:

Number of connected Flex devices:

Figure 18-2: View of the Flex configuration

16

16

A
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In this example, one ACM40e with 16 Flex devices is configured on two gateways.
Here, the two gateways are connected to an ACM and are displayed. RemoteConf
has already been used, to connect 16 devices to the gateways.

Changing the base address

To change the base address, all Flex devices must be decoupled. The change of
the base address is normally only necessary when you are configuring the gateway
for the first time.

To start the process, select a gateway and select the option "Change base
address".

Make sure that no devices are connected to a gateway, otherwise the process
cannot continue and an error message will be displayed.

: 4 LEBus port 'Leser 2
= *T. LBus 2 (Multi-Point, OSOP) ‘
- 4 LEus port Leser 3

; ®| Error x

"I Change base address |

‘m Changing the base address is only allowed on a gateway without paired devices

L iy An s e wee S oL 100D
‘. @E= 16 HW Adr, 8 Flex device SN 00118036
- 4 LBus port 'Leser 4

Figure 18-3: Error message - Change base address

When operating multiple gateways on one LBus-Port, ensure that they are
configured onto different base addresses, otherwise not all gateways are
addressable and can therefore not be displayed.

Remove INTUS Flex devices from INTUS Flex gateway

To remove Flex devices from a gateway, select a Flex device and select the option
"Remove flex device from gateway".

In the overall view, a cylinder icon is used for all devices.

In Figure 18-4, the third Flex device (Address 11) has been selected and after
confirming the Flex action, the process for removing the device can be completed.
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Standort Terminal 19200138

j LBus

B

E|.

E-°T2 LBus 1 (Multi-Point, OSDF)
- 4® LBus port ‘Leser 1

1 HW Adr. 1Flex gateway SN 00116C3E

1 HW Adr. 1Flex device SN 00129337
2 HW Adr. 2 Flex device SM 00129321
3 HW Adr. 3 Flex device SN 00129284
4 HW Adr. 4 Flex device SM 00127217
5 HW Adr. 5 Flex device SN 00129335
6 HW Adr. & Flex device SN 00127216
7 HW Adr. 7 Flex device SM 00129325
8 HW Adr. & Flex device SN 00129348

peppopRR

- 4 LBus port ‘Leser 2’
= "Ta LBus 2 (Multi-Point, OSDP)
-4 LBus port 'Leser 3'

9 HW Adr. 1Flex gateway SM 00116C84A
€= 9 HW Adr, 1Flex device SN 00115061
€= 10 HW Adr, 2 Flex device SN 00118050
[ =911 HW Adr. 3 Flex device SM 001
[J 12Hw adr. 4is free
[] 13Hw adr. Sis free
[ 14HwW Adr. &is free
[] 15HwW adr. 7is free
[] 16 Hw Adr. 8 is free

- LBus port ‘Leser 4

11 HW Adr. 3 Flex device SN 0011828E

TCL address:
Hardware address:
Encryption:
Firmware-Version:

Device type:

»

11
3
disabled

2.8.496
INTUS Flex Digitalzylinder DF

x Remove flex device from gateway

Confirm flex action

o Remove flex device SN 0011828E from flex gateway SN 00116C8A 7

Yes Mo

x

Figure 18-4: Remove flex device from gateway

Pair INTUS Flex devices to INTUS Flex gateway

To pair Flex devices to a gateway, select a free address (white rectangle) und

select the option "Pair Flex device".

Before confirming the Flex action to complete the process, hold the service card to
the Flex device first.

Standort Terminal 19200138

3 LBus

£-*[5 LBus 1 (Multi-Point, OSDF)
- 4 LBus port Leser 1'
&

1 HW Adr. 1 Flex gateway SN 00116C9E

1 HW Adr. 1Flex device SN 00129337
2 HW Adr. 2 Flex device SN 00129321
3 HW Adr. 3 Flex device SN 00129284
4 HW Adr. 4 Flex device SN 00127217
5 HW Adr. 5 Flex device SN 00129335
6 HW Adr. & Flex device SN 00127216
7 HW Adr. 7 Flex device SN 00129325
8 HW Adr. & Flex device SN 00129348

- 9 LBus port Leser 2'
=+ “Ta LBus 2 {Multi-Point, OSDF)
[ 4 LBus port 'Leser 3
&

9 HW Adr. 1Flex gateway SN 00116C8A
i~ @@= 9 HW Adr. 1Flex device 5N 00118061
€= 10 HW Adr. 2 Flex device SN 00118050
€= 11HW Adr, 3 Flex device SN 0011828E
0
[] 13Hw Adr. 5is free
[] 14HwW Adr. &is free
[] 15HwW Adr. 7is free
----- [] 16 HW Adr. 8is free

- 9 |LBus port Leser 4

Figure 18-5: Pair Flex device

12 HW Adr. 4 is free

TCL address:
Hardware address:

Encryption:

-3

12
4
disabled

i Offline. This address is free for coupling Flex device or adding Flex gateway |

p Pair Flex device ‘

Confirm flex action

e At Flex gateway 5N D0116C8A couple a flex device to HW Adr. 47

x

Mo
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Modifying the base address

In the following example, a gateway is connected to LBus 2 with the HW-address 9.
No other Flex devices are paired. To modify the base address, select a free
address. In this example in Figure 18-6, the free address 13 is selected.

Standort Terminal 19200138

j LBus

- 4 LEus port Leser 1'

7 HW Adr.
8 HW Adr.
- 49 LBus port Leser &'

- 4 LBus port Leser 3

e [] 9 HW Adr.

] 15 Hw adr.
i [] 16 HW Adr.
- 4% LBus port Leser 4

b [[] 10 HW Adr,
b [] 11HW adr,
o [] 12 HW Adr.
b [C] 13HW Adr.
i [] 14HwW Adr.

E1-*T5 LBus 1 (Multi-Peint, OSDP)

=8 1 HW Adr. 1Flex gateway SN 00116C9E

; 1 HW Adr.
2 HW Adr.
3 HW Adr.
4 HW Adr.
5 HW adr,
& HW Adr.

1Flex device SN 00129337
2 Flex device 5N 00129321
3 Flex device SM 00129234
4 Flex device SN 00127217
5 Flex device SN 00129335
& Flex device SN 00127216
7 Flex device SN 00129325
8 Flex device SN 00129348

=+ T% LBus 2 {Multi-Point, OSDP)

=2 9 HW Adr. 1Flex gateway SN 00116C8A

1is free for Flex device
2is free
3is free
4ig free
Sis free
Gis free
7is free
8is free

( Back ?Reload

Figure 18-6: Select free address

9 HW Adr. 1 Flex gateway SN 00116C8A ES
TCL address: 9
Hardware address: 1
Base address: i
Radio: BLE
Firmware-Version: 2.8.47
Current number of paired flex devices:
Free addresses for this flex gateway: 8
T Change base address

Select free address

L LBus 2 (Multi-Paint, OSDP)

4 LBus port Leser 3

B 9 HW Adr. 1Flex gateway SN 00116C8A
----- =[] 9 HW Adr. 1is free for Flex device
----- =[] 10 HW Adr. 2is free
----- [ 11HW Adr., 3is free
----- D 12 HW Adr. 4is free

----- D 14HW Adr. 6 is free

----- [ 15HW Adr. Tis free

----- w[] 16 HW Adr. 8is free
- ¢ LBus port ‘Leser 4

Cancel

Modifying the base address with changing the LBus-Port

For this example, the L-Bus configuration has been adapted. LBus 2 is now divided
into four readers on port 3 and into four readers on port 4.

To change the gateway from address 9 (Port 3) to address 13 (port 4), proceed as

follows:

= Select the applicable configuration, as shown in Figure 18-6 and click "Next" to

continue.

= A note is displayed, that the gateway must also be connected to the other port
when the changes are made. To complete the process press "yes".
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After following these steps, the gateway with address 9 is succesfully changed to
port 3 (address 13). You can now connect another gateway on address 9, if
required.

E}"'I: LBus 2 (Multi-Point, OSDP) ‘T: Change base address ‘
(- 4 LBus port 'Leser 3
=R 5 Hw Adr. 1 Flex gateway SN 00116C3A

i-[] 9 Hw Adr. 1is free for Flex device

E i[:: ::: :3: ;:: ::z Confirm flex action X
[] 12Hw Adr. 4is free
- 4 LBus port 'Leser 4

..... [ 13Hw Adr. Sis free

i 4% LBus port Leser 2 ‘ ‘

Change base address of gateway SN 00116C3A to HW Adr. 57
Attention: Gateway must be reconnected to LBus port 'Leser 4' after this action

=[] 14HW Adr. Bis free

Yes Mo

..... [] 15Hw Adr, 7is free

----- [J 15 Hw Adr., 8is free

Figure 18-7: Note change base address

The gateway has now been reconfigured to address 13 (HW address 5) but not yet
reconnected to the ACM. It is therefore not visible (offline).

It is visible as soon as the gateway is reconnected and the process is complete.

Standort Terminal 19200138

F
£+ *T% LBus 1 (Multi-Point, OSDP)
- 4 LBus port Leser 1
: Mumber of confi d TCL add for Flex: 16
- 1 HW Adr. 1 Flex gateway SN 00115C3E HmBer of conngured TLL adaresses for Flex
; 1 HW Adr. 1Flex device SN 00129337 Mumber of connected Flex gateways:
2 HW Adr. 2 Flex device SN 00129321 Mumber of connected Flex devices: 3

3 HW Adr. 3 Flex device SN 00123284
4 HW Adr. 4Flex device SN 00127217
5 HW Adr. 5 Flex device SN 00129335
& HW Adr. & Flex device SN 00127216
7 HW Adr. 7 Flex device SN 00129325
- 8 HW Adr. 8 Flex device SN 00129348
- 49 | Bus port Leser 2'

=+ T2 LBus 2 (Multi-Point, OSDF)

- 4 LBus port 'Leser 3'

[ 9 HW Adr. 1is free

~[] 10HW adr. 2is free

~[] 11HW Adr. 3is free

[ 12HW Adr, 4is free

[=- 4 LBus port 'Leser 4

=[] 13HW Adr. 5is free

[ 14HW Adr, 6 is free

~[] 15HW adr. 7is free

~[] 16HW Adr. 8is free

Figure 18-8: Base adresse modified
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Activating the service mode of the INTUS Flex Gateway

To activate the service mode of the INTUS Flex Gateway select the Gateway and

select the option "Activate service mode".

The Flex Gatewayis set to service mode. Details on the service mode can be found
in the INTUS Flex Gateway manual (G3800-615).

Standort Terminal 19137002

3 8us
- "2 LBus 1 (Multi-Point, OSDP)
= 4” LBus port ‘Leser 1'
@3 1 HW Adr. 1Flex device SN 00127216
@3 2 HW Adr. 2 Flex device SN 00118036
[ 3 HW Adr. 3is free
[ 4 HW Adr. 4is free
+[] 5 HW Adr. Sis free
-[J 6 HW Adr. 6is free
[J 7 HW Adr. 7is free
[J 8 HW Adr. 8is free
- 4 LBus port Leser 2'

Abbildung 18-1: Activate service mode

TCL address:
Hardware address:
Base address:
Radio:
Firmware-Version:

gnn—v—
@

.50

2,
Current number of paired flex devices: 2
Free addresses for this flex gateway: 6

“IC Change base address

& Activate service mode
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| 1)

L

Reset

Clear audio

Clear masks/logo

Cold boot
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sl

Cold boot & dear masks/logo and audio

Com boot

Ice-cold boot

AutoClone service: reset configuration

Reset security credentials

System reboot

Authorization level 1 +2 + 3

Authorization level 2 + 3

Authorization level 3

<«——  Authorization level 1 + 2 + 3

[ Reset

J [ concd ]

Figure 19-1: Reset

Warm boot Cold boot Com boot Ice-cold boot
TCL
appllcatlon Are preserved | Are cleared
variables Are cl d
offline buffer re cleare
TCL
Are cleared
parameters Are preserved | Are preserved
TCP/IP
parameters Are preserved | Are preserved | Are preserved
Qlédolo' masks Are preserved | Are preserved | Are cleared
Loaded if no
Default TCL
program application is Loaded Loaded Loaded
available

If a critical system parameter is changed, such as the size of the table field or offline
buffer, a cold boot is carried out automatically.

By means of an ice-cold boot you can establish a defined state for the terminal if it
does not function correctly.
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AutoClone service
This option is only available if the INTUS COM software is used.

Reset security credentials

The configuration of WiFi, IEEE 802.1X and HTTPS client is reset concerning
certificates, user names, and passwords. This may be used for deleting internal
information from devices before sending them in to PCS Service. Security
credentials are also deleted after an ice-cold boot.
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20 Upload Logo
Authorization level 2/ 3
Valid for INTUS 5200 & INTS 5205
Valid for INTUS 5600, if the loaded masks allow

Figure 20-1: Logo upload

The following conditions must be met for a logo to be loaded in the upper right side
of the display:

IP Size of the logo at INTUS 5200 & INTS 5205
At the TPI standard masks (VIG 10-001) for TPI 3.7

p cs I Height up to 32 pixels
o

Width up to 70 pixels, the data field on the display appears without restrictions

Width up to 100 pixels, the data field on the display is partially overwritten,
only shortented weekdays are displayed

Size of the logo at INTUS 5600
Depends on the mask layout.

File format of the logo

Data file | PNG - Portable Network Grafics
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21
!

21.1

21.2

Serial interfaces

In exceptional cases, the protocol TTY or BSC protocol are required for a serial
interface; it can be set via channel A/ B/ C/D.

Basic settings TTY/BSC

Baud rate

Depending on the device type, not any baud rate can be set. Possible baud rates
are:

1200/ 1800 / 2400 / 4800 / 9600 / 19200 / 38400 / 57600 / 115200
Data format

Depending on the device type, not any data format can be set.
Date bits: 8 /7

Parity: none = no parity bit, even = even parity, odd = odd parity.
Buffer size

Receive buffer (byte) / transmit buffer (bytes)

TTY protocol

TTY is a character stream mode with configurable flow control. The TTY character
stream mode includes the following sublevels:

Hardware flow control: Select None or RTS/CTS to define whether or not the
terminal is to conform to the RTS/CTS protocol during transmission.

Send

Contains the following parameters for defining the behaviour during the
transmission of a character or during the handshakes:

Software flow control (XON/XOFF) enabled: The terminal is to conform to the
XON/XOFF protocol during transmission.

Process enabled: Activates the following settings:

CR to EOL: The end-of-line character CR (“OD”) is to be translated into other
characters.

EOL: You can choose two end-of-line characters which have to be set separately
using hexadecimal values. If you set 00 for the second character, CR is translated
into one end-of-line character only.

Reception

Contains the following parameters for defining the behaviour during the reception of
a character or during the handshakes:
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Software flow control (XON/XOFF) enabled: The terminal is to conform to the
XON/XOFF protocol during reception.

Process enabled: Ignore EOL enabled: The end-of-line character will not be stored
in the input buffer.

EOL 1: Choose the first of two possible end-of-line characters to be used by the
host. The EOL character is represented by a hexadecimal value.

Ignore char enabled: You can set the character to be suppressed in hexadecimal
format.

EOL to CR enabled: The end-of-line character used by the host is translated into
CR (“0D”), the end-of-record character used in TCL. The EOL character used by the
host can be configured under EOL 1 and EOL 2.

EOL 2: Allows you to set a second end-of-line character in hexadecimal format. If
you set this value to 00, only one end-of-line character is expected and translated
into CR.

Erase char: It enables you to suppress certain characters which interfere with TCL
(e. g. because of EOL characters or character sets used by the host). You can
specify a character (in hexadecimal format) that is used to delete a preceding
character. This only makes sense during interactive operation of the terminal. For all
other purposes, the value should be set to FF.

EOF / Counter: You can set a hexadecimal character value specifying the number
of characters which will be waited for during the delay set under EOL 1 before being
passed on.

21.3 BSC protocol

BSC is a packet-oriented protocol that supports protected data transfer. If you select
the BSC protocol for a serial interface, the BSC driver is enabled in its slave form.

Group ID / Device ID: Address for the terminal between @ and Z

Poll Timeout (s): Period of time (seconds in decimal format) which may elapse
between two poll activities on the partyline before the BSC protocol reports an
offline state to the TCL system (which subsequently sets the PO flag). This period of
time must elapse after a partyline failure before the offline state is detected.

Data Timeout (ms): Period of time that may elapse from the reception of the first
character of a data block to the reception of the last character of the same block (in
100 ms units).

Send delay (ms): Allows you to set a transmission pause (in milliseconds) during
which the partyline is to be idle after a protocol telegram was received. This idle
period is required to perform the transmit receive switchover on a two-wire partyline
and to suppress any PAD characters.
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Acknowledge Timeout (ms): Allows you to set a period of time (in units of 10
milliseconds) during which a response is expected from the remote station after a
protocol telegram was transmitted.

Number of pad characters: Allows you to set the number of PAD characters
appended to a protocol telegram to a value between 0 and 9.

At least one PAD character is required for a two-wire partyline because of the
necessary receive-transmit switchover. Additional appended PAD characters may
be required for a complex partyline structure involving intermediate stations (bridges
and routers).

The default setting is 1 PAD character.

It should not be taken for granted that the receive station will actually receive the
PAD characters or that no additional PADs will be appended for driver or line
reasons.

Also, the receive station should be able to equally process PAD characters with 7F
and with FF hexadecimal coding. The transmit delay (see above) should always be
set in such a way that an additional PAD character can be tolerated beside the set
PAD characters.

If the BSC driver detects that settings fail to make sense, the settings are
automatically corrected. To check if a setting was accepted as specified after a
reset, you should perform a second reset via the Reset: Yes menu option and then
check the setting in the Setup.

EOL: Select the sentence ending mark. The default setting is 00
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Requirements for firewall settings in network

The operation of the terminal in network can be separated in three categories:

= Standard operation (download of master data, upload of booking data, if

necessary)

=  Status request (particularly HTML status page)

= Maintenance (configuration change, firmware update)

For these functions, different TCP/UDP connections are required which are
documented in this appendix.

In addition, the common ports for DHCP, DHCPv61, Ping (ICMP, ICMPv61) are
required, if necessary.

TCP connections are reporting the direction of connection establishment only.

It is assumed that further data packets are accepted (stateful firewall).

Configuring the data port, you can set the direction of connection establishment
(standard = passive) and the port number (standard = 3001).

Conne_ctlon Protocol Source Destination port Note
establishment port
Connection
: . <as establishment
Host = Terminal TCcP 2) configured>4*) passive or
passive/RAS
<as Connection
Terminal = Host TCP *3 . establishment
configured>4*) )
active
PCStatu_s request TCP %9 80
- Terminal
PCMaintenance UbDP 57005 57005
© Terminal UbDP 48879 57005
PCMalnt_enance TCP %2 3121
- Terminal

1) Terminals supporting IPv6 only

2) Selected by the operating system; depending on used software, possibly limited

3) Selected by the terminal

4) Configuration > Channel A > TCP settings > Port
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23 Error diagnostics

23.1 Reader action test

This test serves for checking the functionality of the device hardware and the
connected external readers (good/faulty readings).

23.1.1 INTUS 3x and 5x

A reader action test can be performed directly on the device in local setup via
"Test> Reader action". Please see the manual “INTUS Local Setup®.

INTUS 5540

Via the download link in chapter 1.2 you will find a program for testing the
connected readers.

23.1.2 INTUS ACM80e

INTUS ACMS80e Wall INTUS ACMS80e Rack
Button&LED are inside Button&LED are on the front area
0L A8 Status LED for
S1m : : ]
TX RX 100MBitmm error diagnostic Intus Status LED for Ilw
° .- ° .-. ° Lk Leser error diagnostic
n Il EER 11N m m

12V24V 12V24V  Status K O

Lesertest

action test

Button for
the reader
action test
T Figure 23-1: Reader action test, INTUS ACM80e

Start the reader action test as follows

Disconnect the INTUS ACM80e from power supply.

Re-connect the INTUS ACMB80e to power supply, and immediately press and hold
down the “Reader test” button until there are two short beeps.

After a short while, the status LEDs begin to blink. The device is now in reader
action test mode.

Each reader is activated, each reading is displayed:

» Good reading, the relays at the reader and the relays inside the device are
activated for three seconds. The green LED and the buzzer are activated at
the reader.

» Bad reading, the red LED and the buzzer are activated at the reader.

To terminate the reader action test:
Disconnect the INTUS ACM from power supply and re-connect it to power supply.
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23.1.3 INTUS ACM40e

23.2

m@@ G45-CORE
+5V
N6

Figure 23-2: Reader action test, INTUS ACM40e

Start the reader action test

Disconnect the INTUS ACM40e from power supply. Set the right DIP switch (2) on
the CPU to ON and switch on the ACM40e. Wait till the device is ready to operate.
The device is in reader action test mode.

Each reader is activated, each reading is displayed:

» Good reading, the relays at the reader and the relays inside the device are
activated for three seconds. The green LED and the buzzer are activated at
the reader.

» Bad reading, the red LED and the buzzer are activated at the reader.
Terminate the reader action test

Disconnect the INTUS ACM40e from power supply. Set the DIP switch (2) to OFF
again.

Automatic self-test

The device performs an automatic self-test and initialization procedure after the
mains supply is switched on or after a reset is carried out.

During self-configuration or initialization, the system may notice a lack of system
resources or a severe system error. In this case, the message is announced as
follows:

= The buzzer sounds at each terminal if the cover is connected to the basic unit.
= At INTUS ACM via the status LEDs and the buzzer

= SO - status LED on, S1 - status LED blinks and the buzzer sounds at the same
time. See figure above for the positions of status LEDs

= AtINTUS 5500 and INTUS 5320 terminals with display, the following message
is displayed during initialization: SYSTEM ERROR: X
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SYSTEM
ERROR:

Status LED
flashes,
buzzer
sounds

Cause and correction

X

Mismatch between TCL firmware and text file
INTUS.TXT containing the language-dependent
message and setup texts.

Use INTUS RemoteSetup to update the firmware.

8x

The host connection could not be opened.

Correction: Attempt an ice-cold boot. If this is
unsuccessful, there is a hardware problem that must be
repaired.

9x

The hardware configuration could not be loaded from
the EEPROM.

Correction: Reproduce the INTUS ACM40 with the
production and maintenance software. If unsuccessful,
there possibly is a hardware defect.

10x

The number of requested software timers exceeds the
number of software timers that were created.
Internal software error which should not occur.

11x

An internal memory request for creating a table in the
DRAM failed. The cause may be that too large a buffer
was specified for the serial channels.

Correction: Ice-cold boot and reconfiguration. If
unsuccessful, there possibly is a hardware defect.

12x

A software module was unable to register for de-
initialization.
Internal software error which should not occur.

13x

Insufficient memory while creating a real-time
component.
Correction as under “11x”.

14x

Insufficient memory while creating a ring buffer.
Correction as under “11x”.

15x

Error in SRAM management.
Internal error which should not occur.

16x

Error in SRAM management.
Internal error which should not occur.

17x

Insufficient memory while creating a real-time process.
Correction as under “11x”.

G5000-001.13

18x

Configured offline buffer too large. This error should
generally be avoided by an automatic reconfiguration,
reducing offline buffer size to the default setting of

48 kB.

Correction: Ice-cold start and reconfiguration; the offline
buffer and the table field should be configured in a way
that at least 30 kB remain for the DL download area.
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In the case of system errors, in contrast to breakdowns due to defective hardware,
INTUS RemoteConf is still usable.

| 1)

You can thus correct configuration errors by performing an ice-cold boot. Carried
out under “Reset”, please see chapter 17.

23.3 Error diagnostics by log file
The log files are saved:

%AppData%)\ INTUS\RemoteConf

o

If RemoteConf0.log exceeds 512 KB, the RemoteConf0.log is renamed in
RemoteConfl.log. A new RemoteConfO.log is created ("log file rotation").

When a second INTUS RemoteConf is started, the log file is called
RemoteConf0.log.1.

Up to 4 files can be created:
= RemoteConf0.log

» RemoteConfl.log

» RemoteConf0.log.1

* RemoteConfl.log.1

Any device-specific entry in the log file begins with the serial number of the device.

23.4 Unsuccessful error diagnostics

Please contact the PCS Technical Support if you fail to locate and eliminate a
failure:

E-mail: support@pcs.com

Make sure you have the following information ready:

»= Precise description of the failure

» Firmware version number and configured parameters, both displayed on the
status page of INTUS RemoteConf.
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Tables of configurable parameters

The following tables list the most important configurable parameters including their

default values.

Please record the new values for all the settings that you have changed during
installation, so that you can refer to these values when contacting the PCS

Technical Support.

IP configuration - network connection

Parameter Default setting Changed to
) Location terminal
Location )
<serial number>
Contact Contact
Hostname intus-<serial number>
Host interface LAN
IPv4 DHCP
IPv4 IPv4 address 192.168.042.127
without | IPv4 network mask | 255.255.255.000
DHCP | IPv4 gateway 0.0.0.0
IPv6 RADV
*2001:0000:0000:0000:
IPv6 IPv6 address 0000:0000:0000:0000
Manual
setting IPv6 prefix 64
IPv6 gateway RADV
IPv6 IPV6 catewa *2001:0000:0000:0000:
DHCP 9 y 0000:0000:0000:0000
address
ETH-Link Auto-negotiation
I[EEE 802.1X Not activated
Channel A - Host communication TCP
Parameter Default setting Changed to
Connection Passive
establishment
Port 3001
Connection IPv4 or gr. 0.0.0
:iti‘g"sr‘me”t ;F;‘a?ess *0000:0000:0000:0000:
0000:0000:0000:0000

** 2001:: is displayed
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TCL parameters

Parameter Default setting Changed to
Table field (bytes) 49152
Offline buffer (bytes) 49152
Acknowledge time (s) 26
Offline buffer records with
NO
record number
Load default TCL program on v
es

cold boot
Size BMI field (bytes) 88
Number of labels 1024
Character encoding ISO6464-DE

Tables for security settings

Channel A - Host interface access
Parameter Default setting Changed to
Encryption .
Authorization level 3 disabled
Login
Password for simple access disabled
Authorization level 2/3
Password for administrative disabled
access ISable
Transmission record structure
Routing bytes .
Authorization level 2/3 disabled
Record character for login .
messages disabled

Firewall IPv4

Network address

Network mask

Data

Maintenance State

G5000-001.13
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Firewall IPv6

Network address | Prefix

Data

Maintenance

State

Change maintenance group & password / LBus Key

Parameter Default setting | Changed to
Maintenance group 0
Authorization level 3
Password

. Authorization level 1 111111

Login
Password
Authorization level 2 14789632
Password
Authorization level 3 | 14289632
LBusl — Key _

LBUs 11 authorization lever 3 | Without

LBus2 |LBuUSZ—Key without

G5000-001.13

Authorization level 3

Page 103 of 109



INTUS RemoteConf Configuration and Operation

25

G5000-001.13

©2024 PCS Systemtechnik GmbH

License regulations for free software

The TCL firmware includes free licensed software. The free software was
developed by third parties and is protected by copyright laws and international
copyright treaties.

The license regulations in the English original version are displayed directly in
INTUS RemoteConf.

% INTUS RemoteConf

}%

@ PPs

- Sprache we
)

About INTUS RemoteC

-*%, INTUS RemoteConf
A

o~
o About INTL‘

¥1.02,00RC4

INTUS RemoteConf

Apache Batik
Apache Commons [0
Apache Commons Net
Flamingo

JDOM

JGoodies Binding
JGoodies Common
JGoodies Forms
JGoodies Validation
0pt Simple

Swingx

Trident

Copyright© 2017 PCS Systemtechnik GmbH n

PCS Software licence agreement.

You agree that you have read and understood this contract and you declare, that =
you agree to the conditions. You agree to be bound by the terms of this licence
agreement installing this software.

If you do not agree, do not install or use this product.

Warranty
PCS guarantees for 6 month that the programs essentially will work according to

the accompanying documentation.

Deficiencies must be indicated as soon as they become known. If the software is
deficiency, PCS is entitled to repair or deliver substitution. Several remedies are
allowed. If the remedies should fail, you may choose for reduction or redhibitory

Close

Figure 25-1: License regulations

The free software is provided free of charge. You are entitled to use the free
software in accordance with the license regulations specified above. Where these
license regulations are in conflict with the PCS Systemtechnik GmbH license
regulations for software, the license regulations specified above shall have priority
as far as free software is concerned.

PCS Systemtechnik GmbH accepts no liability for defects if the free software
infringes on third-party intellectual property rights.

On request and for a fee, which doesn’t exceed distribution costs, PCS
Systemtechnik GmbH offers to deliver or to make available a complete machine-
readable copy of source code at common media for electronic data exchange. This
offer is valid within a period of three years after the purchase of this product. You
get the source code from PCS Technical Support or
www.pcs.com/services/download
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Any questions?

Call us.

PCS Hotline: +49 (0)89/68004-666

Email: support@pcs.com

We try to make our manuals as useful as possible. Please don't hesitate to call us
and tell us if there is anything we can improve. Thank you in advance for your effort.

Sincerely: PCS Systemtechnik GmbH
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